
CHAPTER 7

DIGITAL ETHICS AND PSYCHOLOGICAL EFFECTS

Tuğba Koç1

“Technology moves fast but ethics must move faster. Digital power without ethics is 
just digital harm.”

7.1.	﻿Digital Ethics and the Netiquette

While ethics focuses on the rightness and wrongness of human actions 
(Yıldırım & Mert, 2020; O’Neil, 2004), the specific branch of it called digital 
ethics is concerned with the design and use of information technologies (Kern et 
al., 2022). Research on digital ethics -also called information ethics or computer 
ethics- covers a wide range of areas2  such as services (smart cities, government, 
law, etc.), sectors (industrial, public, etc.), and technologies (AI, gaming, social 
networks, etc.) (Osben Pelila et al., 2024). It deals with moral problems related to 
data in terms of its characteristics, such as privacy, accessibility, and quality, and 
tries to formulate morally good solutions (Floridi & Taddeo, 2016).

In 2020, Apple’s CEO Tim Cook responded to growing public concern 
over ﻿user ﻿data privacy, stating, “We believe that privacy is a fundamental human 
right. At Apple, we design our products to minimize the collection and use of 
﻿personal data. We think that people should have ﻿transparency and control over 
their information. It’s not just a feature—it’s a core value of our company” (NPR 
Staff, 2015).

Beyond data, digital ethics also considers the responsibilities of individuals 
while using digital technologies (Wilson et al., 2018). As the digital world has 
its own set of beliefs, separate from the physical world, users are also expected 
to develop their online presence. This development process includes both digital 
social norms, known as “netiquette,” and digital capabilities, known as “﻿digital 
literacy.”(Heitmayer & Schimmelpfennig, 2024). Although ﻿digital literacy has 
been widely studied in the literature, the concept of netiquette has been ignored 
because social norms vary from person to person and are difficult to generalize. 

The term netiquette is a blend of the words “network” and “etiquette.” It 
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focuses on social and cultural skills when using digital technologies. Netiquette 
aims to regulate how individuals engage and how intimately they interact while 
directing their digitally mediated interactions, ensuring respectful and effective 
communication (Lahlou et al., 2021). At this point, the main challenge is 
conducting general rules and creating commonly accepted digital social norms, 
since digital communication removes many of the cues found in face-to-face 
interactions—such as tone of voice or body language. For example, in Western 
contexts, the “thumbs-up” emoji ( ) signals “okay” or approval, while in Middle 
Eastern contexts, it can be perceived as rude, similar to giving the middle finger in 
the US  (Al-Khatib, 2023; Assad et al., 2024).

While it is true that establishing universally accepted rules in digital 
environments is a complex task, users are expected to rely on shared norms because 
existing rules are often based on common values. As Singh and Singh (2019) stated, 
“digital ethics is not about restricting freedom but about creating the conditions 
under which freedom can be exercised safely and fairly.” Other researchers (Al-
Khatib, 2023; Assad et al., 2024) also agree upon that implementing netiquette 
standards can significantly reduce the risk of cyber harassment, foster a sense of 
accountability among users, and contribute to the development of supportive and 
productive communication.

Without social norms, digital platforms become chaotic and unwelcoming. 
This chapter explores the potential psychological consequences that may arise 
when digital platforms are used without adherence to any behavioral norms.

7.2.	Ethical and Psychological Challenges in the Digital Environment

Unethical behavior in digital environments can lead to a range of psychological 
consequences that impact both individual well-being and the health of online 
communities. In the context of marketing, consumers’ tendencies to delay their 
purchasing decisions can lead to negative psychological outcomes in individuals, 
such as depression and heightened anxiety (Aykaç, 2022). This chapter explores 
how the absence of digital ethics contributes to mental and emotional distress, 
particularly through digital addiction, digital harassment, and technostress3 . By 
examining these consequences, the chapter aims to highlight the urgent need 
for responsible digital engagement and the establishment of ethical standards to 
protect users’ psychological health in increasingly digitalized lives.

7.2.1. Digital Addiction

Digital addiction is referred to as an impulse control disorder that involves the 

3 While these three phenomena (digital addiction, digital harassment, techno-stress) represent some of the most 
visible outcomes, the discussion can also be extended to other psychological effects, including online shame, 
digital burnout, self-esteem loss, and anxiety triggered by unethical content or interactions.
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obsessive use of digital technologies. Although the term is interchangeably used 
for technology addiction, internet addiction, or computer addiction (Singh & 
Singh, 2019), ﻿digital addiction is a broader concept that includes the overuse of 
any digital technologies, whether connected to the internet or not. 

It is essential to emphasize the critical importance of the term addiction when 
evaluating behavioral patterns. According to Griffiths (2005) and Koc & Akbıyık 
(2020), for a behavior to be classified as an addiction, it must fulfill six core 
criteria: (1) Salience –The absence of the behavior leads to a persistent feeling of 
incompleteness or preoccupation. (2) Mood modification – Engagement in the 
behavior leads to noticeable changes in emotional state. (3) Tolerance – Over time, 
increasing amounts or intensity of the behavior are required to achieve the same 
emotional or psychological effects as before. (4) Withdrawal symptoms – When the 
behavior is reduced or ceased, the individual experiences unpleasant emotional or 
physical states. (5) Conflict – The behavior leads to interpersonal, occupational, or 
intrapsychic conflicts. (6) Relapse – After attempts to reduce or stop the behavior, 
individuals often revert to previous patterns, sometimes with even greater intensity.

There are several types of digital addictions, as shown in Figure 1. Among 
them, only gambling and gaming addictions have received formal recognition 
as clinical disorders. However, all types of ﻿digital addiction can lead to ethical 
problems when not used properly. The following sections will discuss brief 
definitions of each addiction and their ethical considerations. 

Figure 1
Types of Digital Addictions 4

4 Although pornography addiction, compulsive buying disorder and other possible categories can also be 
categorized under the “digital addictions”, they are not included the list in order to keep up with the content 
of the book.
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7.2.1.1. Social Media Addiction 

Although the terms ﻿social media and social networking are often used 
interchangeably, ﻿social media is a broader concept that consists of communication 
tools (social networks, micro-blogs, etc.), collaboration tools (wikis, etc.), and 
multimedia tools (streams, video sharing sites, etc.). Studies on ﻿social media 
addiction generally focus on the inappropriate usage of social network sites. Thus, 
what is commonly referred to as ﻿social media addiction is, in fact, nothing more 
than an addiction to ﻿social media platforms themselves (Koc & Akbıyık, 2020). 

There are more than 5 billion people who actively use ﻿social media and spend 
an average of 2 hours a day on these platforms (Kemp, 2025). According to global 
reports (GWI, 2023; Reuters Institute, 2023), users mostly use ﻿social media for 
communication, entertainment, sharing content, reading news, and shopping. 
Due to its high accessibility and vast array of engaging content, ﻿social media 
has become an immensely attractive medium across all demographics. However, 
despite its apparent benefits, the use of ﻿social media is not inherently ethically 
neutral. As Boyd (2010) also expressed, “Just because data is accessible doesn’t 
mean using it is ethical.” 

There are several ethical issues and challenges in ﻿social media. One major 
issue is the spread of misinformation and fake news. Algorithms that prioritize 
engagement frequently amplify sensational or emotionally charged content, 
regardless of its factual accuracy. Other issues are privacy violations and data 
exploitation. For example, various online platforms gained ﻿unauthorized access to 
citizens’ data in Türkiye and offered it for sale. Although no official confirmation 
has been issued by the government, ﻿cybersecurity experts claimed that at least 
portions of the information appear genuine. Manipulation, surveillance capitalism, 
commercial exploitation, and intellectual property violations are other possible 
ethical considerations that occur during problematic ﻿social media usage.

During the 2016 U.S. presidential election, a false post claimed that 
Hillary Clinton was running a child trafficking ring from a pizza restaurant (the 
“Pizzagate” conspiracy), which led one man to enter the restaurant armed with 
a rifle in search of victims and was sentenced to four years in prison (LaCapria, 
2016). After getting arrested, even though there was no evidence at the scene, 
he stated, “The Intel on this wasn’t 100 percent,” proving how ﻿social media can 
undermine individuals’ perception of reality.

7.2.1.2. Smartphone Addiction

In our digital age, it is almost impossible not to use smartphones. Beyond 
the drawbacks, it is important to recognize the advantages they offer. The critical 
point here is to use the smartphone at the right time, in the right place, in 
the right way, and for the right purposes. Inappropriate and excessive usage of 
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smartphones can lead to addiction. According to a report, 47% of U.S. teenagers 
say they are “addicted” to their phones (Tuco et al., 2023). Worse than that, a 
high prevalence of nomophobia—the fear of being without one’s mobile device— 
among university students has been reported. Elderly people may also cope with 
smartphone addiction. A retiree in his 70s complains about checking his phone 
incessantly, even without notifications, undermining his peace of mind.

According to the general opinion, just as people are not dependent on the 
internet but on the opportunities it offers (Kuss & Griffiths, 2017). People are 
addicted to content and applications they can access through their smartphones 
rather than being dependent on the devices. The ease of use and the rewarding 
nature of these digital interactions contribute to the development of habitual 
checking and prolonged screen time. Indeed, researchers have found a significant 
difference between self-reported smartphone use and objective smartphone use, 
which plausibly proves the unconscious and involuntary nature of smartphone 
overuse (Li et al., 2025).

A growing body of research highlights the detrimental consequences of this 
behavior. Anxiety and depression, sleep disturbance, cognitive impairment, social 
isolation, and low self-esteem are the main problems caused by high smartphone 
use. A phenomenon called the Fear of Missing Out (FoMO) is also linked to 
smartphone addiction. FoMO describes the persistent fear that others are enjoying 
valuable experiences without oneself when using smartphones. Recent survey data 
from the United Kingdom support this psychological link, revealing that 30% 
of adults experience panic at the thought of losing their mobile phone—often 
describing the fear as greater than that of losing their wallet or keys.

7.2.1.3. Online Gaming Addiction

The digital gaming ecosystem, especially mobile gaming, has undergone 
exponential growth in recent years. It is accepted that a major part of the ethical 
discussions about video games is about their content and its impact on users. 

The characteristics of games, such as reward mechanisms, social interaction 
and belonging, progression and achievement, time-limited events, and endless 
gameplay, increase user engagement, which may result in addiction. Especially 
Massively Multiplayer Online Role-Playing Games (MMORPG) (World of 
Warcraft), Battle Royale/Competitive Online Games (Fortnite), Freemium Games 
(Candy Crush Saga), Gacha/Loot-Based Games (Genshin Impact), Sandbox/
Open-World Building Games (Minecraft) have the most excessive users. 

Research indicates that dependence on video games may progress faster than 
traditional addictions such as alcohol and tobacco use and might be even more 
challenging due to its stronger psycho-emotional grip (Sukhov, 2016). There 
are cases of psychophysical exhaustion, such as anxiety, depression, emotional 
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dysregulation, sleep disturbance, aggression, and even death, following multi-day 
sessions in massively multiplayer role-playing games. For example, a 32-year-old 
man died after playing games in an Internet cafe in Taiwan for three days without 
a break. Doctors stated that the cause was over-exhaustion from an intense gaming 
binge, according to local media reports. 

Matthias Dewilde – a former game addict- expressed this feeling by saying 
“… when I discovered video games, it gave me an immense feeling of joy, more 
than anything I’d ever experienced in my life… I started neglecting other areas of 
my life, for example… And one by one, other parts of my life outside of gaming 
started getting a bit more and more into problems.

7.2.1.4. Streaming Addiction

Media streaming services, also known as internet streaming services, include 
live-streaming music, TV, news, movies, games, etc. Due to their on-demand 
convenience, personalized recommendations, multi-device accessibility, ad-free 
or minimal ad content, and cost-effectiveness, people prefer these services. By 
2025, the global streaming subscriber base is expected to surpass 1.1 billion, 
and the market share is projected to reach $108.7 billion (Pangarkar, 2025). The 
exponential growth of the sector can be seen in Graph 1. 

Although Netflix, Disney+, YouTube, and TikTok are the most popular 
streaming platforms due to their massive user bases and cultural influence, there 
are other rising values such as Twitch, Kick, Rumble, Trovo, and Bilibili (now only 
in China). Thanks to these platforms, passive watching is increasingly replaced 
by participatory and social forms of viewing. As these newer platforms gain 
traction, they not only challenge conventional streaming models but also raise 
new questions about addiction, monetization ethics, and user well-being.

Graph 1
Global Streaming Subscribers and Market Size (2020-2025) 
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For example, while Twitch has implemented stricter guidelines on content 
such as gambling, hate speech, and explicit material, Kick has positioned itself as 
a “freedom-first” platform, allowing creators more leeway in what they broadcast. 
In this context, platform responsibility is the main question. This issue is directly 
linked to the ﻿ethical responsibility of the platforms, which includes content 
moderation, protection of vulnerable users, monetization ethics, and algorithmic 
accountability.

7.2.1.5. ﻿Online Gambling Addiction 

Is it legal to place bets or play games of chance or skill through the internet? It 
depends on the country. For example, in the UK, Spain, and Malta, it is regulated 
and legal, while in Türkiye and North Korea, it is largely prohibited. Online 
gambling includes online casinos, sports betting, poker rooms, esports betting, 
virtual lotteries, bingo, and crypto gambling platforms. According to Griffiths et 
al. (2009), availability/accessibility and some structural characteristics like speed, 
frequency, or immediacy of reinforcement make online gambling more addictive 
than other types of games. One of the most compelling indicators supporting this 
claim is the significantly higher prevalence of gambling addiction among online 
gamblers compared to those who engage in traditional gambling (Zborowska 
et al., 2012). Personality traits, motivational dimensions, and cultural or social 
conditions are also linked to online gambling addiction (Chóliz, 2016). Financial 
problems, obsession with games, and the inability to stop can be signs that a 
person needs help.  

In Ohio, a woman reportedly lost US$2 million to online blackjack over six 
months. Despite regulatory controls, she continued to receive encouragement to 
bet. More dramatically, a 22-year-old resident of Bhubaneswar committed suicide 
after losing a significant amount of money through online gaming wagers. 

In fact, online gambling has one of the highest suicide attempt rates among 
addictions. Thus, the legalization of online gambling has emerged as a global 
phenomenon, reflecting broader shifts in digital policy, economic strategy, and 
regulatory frameworks worldwide. The expansion of legal online gambling raises 
important ethical concerns related to ﻿consumer protection (non-verifying user 
age), digital responsibility (informed consent and ﻿transparency), public health 
(online gambling addiction), ﻿social justice (regressive consumption), and social 
responsibility (responsible gambling). Thus, legal frameworks must balance 
economic interests with these ethical issues and take precautions through measures 
such as age verification protocols, self-exclusion tools, advertising restrictions, and 
mandatory contributions to responsible gambling funds. 
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7.2.1.6. Generative AI Addiction

Beyond extracting information from data and predicting trends, Generative 
Artificial Intelligence (AI) can produce new content. Recently, Generative AI has 
become multimodal, and it can be used for text generation, image generation, 3D 
& animation, code generation, etc. Table 1 presents popular Generative AI Tools 
and their evaluation based on key features.

Table 1
Evaluation of Generative AI Tools 5

As generative AI becomes more embedded in the routines of individuals, 
autonomy may be compromised, and psychological concerns may arise. 
Overreliance on these tools leads to “Creative Displacement Anxiety,” which 
refers to the psychological unease experienced by individuals when they perceive 
that emerging technologies are displacing human creativity (Goh et al., 2025). 
Indeed, people may be addicted to generative AI and blindly trust misinformation 
outputs, which may lead to a loss of analytical thinking and judgment capabilities. 
Interpersonal relationships can also be damaged because some individuals form 
habitual or emotionally substitutive relationships with AI, often at the expense 
of real-world human interactions. This situation is called “AI-mediated social 
withdrawal” and results in social desensitization (Meng et al., 2023).

5 Created by the collaboration of AI-assisted tools.
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Unlike other behavioral addictions (smartphone addiction, ﻿social media 
addiction, etc.), Generative AI Addiction Syndrome (GAID) involves compulsive, 
co-creative engagement with AI systems where users engage in iterative processes 
of content generation, dialogue, or problem-solving. From this sense of view, 
GAID is considered a distinct syndrome rather than problematic use of these 
tools. People with GAID are referred to as “AIholics,” describing individuals who 
are obsessively dependent on AI systems (Salah et al., 2024).

7.2.2. Digital Harassment (Cyber-Harassment)

Digital harassment – also known as cyber-harassment– is a nebulous concept 
and an umbrella term that refers to a range of aggressive, threatening, or harmful 
behaviors carried out through digital platforms. There are seven common forms 
of ﻿digital harassment: (1) cyber-bullying – persistent bullying via digital channels, 
(2) cyberstalking – continuous tracking of an individual’s activities, (3) doxxing 
– publishing someone’s private information, (4) trolling – posting disruptive 
comments to provoke, (5) impersonation – creating fake accounts to impersonate 
someone with malicious intent, (6) revenge porn – sharing intimate content, (7) 
online sexual harassment – sending unsolicited explicit messages. Cyber-dating 
abuse, cyber-aggression, electronic dating violence, and technology-facilitated 
coercive control are the other types of cyber harassment (van Baak et al., 2023). 
Regardless of whether the behavior constitutes a criminal offense, victims of 
digital abuse and harassment often endure substantial harm, wherein harm is 
understood as encompassing significant emotional distress, psychological trauma, 
or physical injury and functional impairment (Powell et al., 2020). Depression, 
anxiety, psychological distress, post-traumatic stress symptoms, insomnia, lower 
job engagement and job satisfaction, suicidal ideation (cyber-bullying) are just a 
few of the side effects of ﻿digital harassment (Bansal et al., 2023). 

Digital harassment and its undesirable effects are generally experienced by 
young people and women. Dramatically, around one in six school-aged children 
reports experiencing cyberbullying. The comprehensive international report finds 
that 12% to 15% of boys and 13% to 16% of girls have experienced cyberbullying 
at least once. Being threatened, checking their movements, being criticized, being 
questioned, and being called names are the most common controlling behaviors 
that a victim experiences during cyber harassment; denial of injury, denial of 
victim, denial of responsibility, appeal to higher loyalty, and condemnation of 
condemners are the most commonly used neutralization techniques by perpetrators 
(van Baak et al., 2023).

Although it is an obvious truth that being humiliated, threatened, or harassed 
via digital technologies is not ethical, a significant number of cyberbullying 
victims fail to recognize that they are being targeted, and nearly 90% choose not 
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to confide in parents or other reliable figures about the harassment they endure 
(Kaluarachchi et al., 2020; Kowalski & Limber, 2007). Moreover, young people 
feel they are doing less moral wrong if they bully online than if they bully face-
to-face (Menesini et al., 2013). In an article with the aim of suggesting the best 
moral philosophical framework for cyberbullying (Harrison, 2015), one interview 
participant explained this situation in the following sentence: “They think it’s 
[cyber-bullying] a victimless crime, nothing is going to happen to anyone, they 
don’t see people getting hurt, so why not.”

At this point, the preservation of free expression must be harmonized with the 
ethical obligation to uphold social responsibility. Otherwise, the lack of supportive 
intervention reflects a deficit in communal virtues such as empathy, solidarity, and 
responsibility, thereby eroding the moral fabric of digital environments.

7.2.3. Technostress

Do you ever feel that technology is taking over you? 
It would be strange not to feel that way at a time of so much technological 

exposure. Smartphones, tablets, televisions, smartwatches, smart homes, smart 
toys, and many other smart things have captured our daily lives. The predominance 
of these technologies often correlates with increased psychological insecurity, 
reduced capacity for emotional self-regulation, and the erosion of routine stability, 
a phenomenon known as techno-stress. 

Technostress is a notion that refers to stress resulting from managing 
technology.  Although it may seem like a simple term, it includes several facets 
and is represented by five core techno-creators, which are slightly overwhelming 
us. These are techno-overload (being forced to be fast), techno-invasion (intrusion 
into personal boundaries), techno-complexity (digital skill deficiency), techno-
insecurity (fear of job loss), and techno-uncertainty (constant updates). In Table 
2, illustrative scenarios for each technostress type are given.
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Table 2
Manifestations of Different Types of Technostress

Techno-stress type 
(techno-creator) Example

Techno-overload
A PhD student receives constant e-mails, notifications, and project 
updates, leaving no time for a thesis.

Techno-invasion
A PhD student gets work-related WhatsApp messages late at night 
and feels obliged to respond.

Techno-complexity
A PhD student struggles to use a new data analysis tool, delaying daily 
routines.

Techno-insecurity
A PhD student worries that emerging AI tools will make parts of his/
her planned research methodology redundant before finishing the 
thesis.

Techno-uncertainty
A PhD student must repeatedly adapt to frequent changes in academic 
reference management software interfaces, disrupting their writing 
workflow.

Beyond health impacts such as mental fatigue, anxiety, and isolation, 
technostress can also give rise to ethical concerns. For example, the expectation 
to remain constantly connected through digital tools intrudes into personal life, 
disregarding employees’ right to rest and privacy. Further ﻿ethical concern involves 
the imposition of continuous and excessive surveillance, whereby employers deploy 
digital monitoring tools to track employee performance in real time (bossware), 
resulting in an erosion of workplace trust, decreased job satisfaction, and even job 
displacement. 

7.3.	Discussion and Implications

In this chapter, the term digital ethics, along with some major challenges 
– ﻿digital addiction, ﻿digital harassment, and technostress – and their ethical 
and psychological consequences, are discussed. It is a well-known fact that 
individuals, especially young people, must develop online safety skills to 
protect themselves and stay away from unwanted situations. It is essential 
for young people to cultivate an awareness of their own online behaviors, 
develop critical thinking skills, and engage in responsible technology use in 
order to reduce the ﻿cybersecurity risks they may encounter (Kaluarachchi et 
al., 2020).  While awareness is useful for identifying early warning signs of 
problematic digital actions, without training, it may remain a wasted effort. 
Thanks to training, awareness can be transformed into actionable skills such 
as reporting cyberbullying through the correct channels. In Figure 2, some 
recommendations are provided that can be followed in different problematic 
situations. 
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Figure 2
Practical Measures to Prevent Digital Age Risks

In addition to individuals’ own responsibilities, other actors are also 
important for maintaining a secure cyberspace. Educational institutions, family 
and close social circle (neighbors, peers, colleagues, etc.), organizations (especially 
technology companies), government and regulatory bodies, and digital platforms 
all have their own responsibilities. For example, parents can use parental control 
software to guide their children’s technology usage habits. They can limit screen 
time, block/filter unwanted content and interactions, and manage apps and in-app 
purchases. Microsoft Family Safety, Qustodio, Net Nanny, and Family Protector 
are some of the best examples of such applications.

Governments and regulatory bodies also have critical roles in preventing 
cyber vulnerabilities. Three governance options for sustainable digitalization were 
discussed at the 2017 OECD Ministerial Meeting (Linkov et al., 2018).  These 
are: (1) a laissez-faire, industry-driven approach that focuses on the ability of 
the market to protect itself, (2) a precautionary approach that adopts a proactive 
regulatory stance designed to avert or minimize exposure to irreversible risks while 
simultaneously mitigating immediate threats, (3) a stewardship which promotes 
growth in the digital economy while urging government agencies to address and 
prevent sustainability risks from future threats. Regardless of the adopted strategy, 
implementing ﻿data protection laws, criminalizing online abuse with clear legal 
consequences, ensuring equitable access to technology while mitigating the digital 
gap, and regulating workplace surveillance are examples of good practices that can 
be implemented by governments.   
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In conclusion, the risks inherent in the digital world are multifaceted, 
encompassing not only technical vulnerabilities but also profound psychological 
implications for individuals and society. While technological advancement 
brings unprecedented opportunities for connection, innovation, and economic 
growth, it simultaneously introduces threats that challenge emotional well-being, 
cognitive resilience, and social cohesion. Addressing these challenges requires 
a multidimensional approach—integrating individual awareness, community 
support, institutional responsibility, and proactive governance—to ensure that 
the ﻿digital ecosystem evolves in a manner that safeguards mental health, protects 
personal freedoms, and fosters a sustainable and ethical online environment.
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