CHAPTER 9

AI AND DIGITAL ETHICS

Faruk Dursun'

9.1.Digital Ethics Violations: Contemporary Cases and Analysis

With digital technologies permeating every aspect of social life, there is a
growing need for ethical principles and standards to guide their use. Digital ethics
emerges in this context as an interdisciplinary field encompassing the ethical
principles that govern behavior in digital environments.

Digital ethics can be defined as a set of moral principles that address the
complexities created by technology in society and guide behavior in digital
environments. This concept emphasizes the need for responsible online behavior,
the dissemination of accurate information, and the protection of privacy and
data security (Sari et al., 2024). Academic literature shows that digital ethics
has a multidimensional structure. Frischherz and Millar (2024) approach digital
ethics as a discipline that addresses “moral issues related to data, algorithms, and
applications in digitized environments” and focus on the practical applicability of
ethical positions throughout the entire data life cycle. Digital ethics also refers to
ethical awareness regarding the processing of the digital environment, focusing
on privacy, accuracy, ownership, and information-technology accessibility
(Chaiwchan & Puttapithakpon, 2023). In this context, responsible behavior in
online interactions and the ethical implications of digital technology use come to
the fore. Dahal (2023) defines digital ethics as “the rules and moral principles that
govern individuals’ interpersonal behavior in the digital realm,” emphasizing the
importance of responsible and respectful interactions, particularly in the context
of technology use and the protection of human rights. Fuchs (2022) approaches
digital ethics from a critical theory perspective, focusing on the concepts of
alienation, communication justice, and digital democracy. This approach
examines issues such as digital labor, privacy, and digital commons with the aim
of promoting a just information society.

These stages reflect changes in ethical concerns and philosophical responses,
revealing the dynamic nature of digital ethics. Becker et al. (2022) examine the role
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of digital ethics in addressing ethical challenges in data and algorithmic systems
in business contexts and highlight fundamental principles such as autonomy,
benevolence, utility, justice, and transparency. McMenemy (2016) notes that
digital ethics addresses issues such as internet governance, net neutrality, freedom
of expression, and privacy, offering a perspective that examines the balance
between fundamental rights and their social implications.

Luke (2018) emphasizes that digital ethics requires a common normative
vision and is concerned with the complexities of digital culture, including privacy,
surveillance, and corporate control. In this context, the goal is to promote a fair
and ethical digital environment through critical literacy and community-based
action. Rousi and Vakkuri (2023) note that digital ethics is a constantly evolving
field, particularly in response to emerging technologies, and underscore the
need for professionals to understand and apply ethical principles in their work.
Wallimann-Helmer and colleagues (2021) highlight the need for an integrated
approach that combines law, ethics, and environmental sustainability to address
ethical challenges in digital contexts, emphasizing the multidisciplinary nature of
digital ethics.

Digital ethics stands out as one of the most important challenges facing
contemporary societies. Collective efforts to promote a safe and inclusive digital
spaceare critical in combating issues such as online harassment and misinformation.
The evolution of digital ethics will continue in parallel with technological
developments and will remain a dynamic field requiring interdisciplinary
approaches.

9.1.1. Violations of Personal Data and Privacy

In today’s world, where digital technologies are rapidly spreading, the issue
of personal data security and privacy protection has become a matter of critical
importance at both individual and societal levels. The security vulnerabilities that
arise from the opportunities offered by technological developments have led to
significant increases in the frequency and complexity of data breaches.

Personal data encompasses any information related to an identified or
identifiable individual. Privacy violations, on the other hand, refer to situations
that arise when personal data is collected, processed, or shared inappropriately,
potentially harming individuals’ rights and freedoms (Prlja, 2018). These breaches
occur because of the disclosure of personal data without consent and can lead
to significant harm, such as financial loss, damage to reputation, and emotional
distress (Zaeem & Barber, 2025).

Personal data and privacy violations can be classified in a wide range of ways.
These violations include individual-level wrongdoing, such as unauthorized data
collection, and public-level wrongdoing, such as social harm resulting from
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profiling (Reidenberg, 2002). Data theft, identity fraud, financial losses, and
privacy violations manifest themselves in various forms, causing serious difficulties

in individuals’ daily lives (Widjajanti et al., 2024).

The widespread collection and storage of personal information by online
services, the use of algorithms for data analysis, and the blurred boundaries of
personal privacy in the digital age are among the technological factors contributing
to this increase (Chen, 2024).

There is a direct correlation between the increase in the amount of personal
data stored by organizations, expanding attack surfaces, and the growth of
organizations, resulting in higher frequency and severity of breaches (Wheatley
et al,, 2016). This highlights the need for comprehensive measures at the
organizational level to ensure data security.

The lack of awareness among individuals and organizations regarding
cybersecurity measures and secure online practices facilitates the exploitation of
system vulnerabilities by cybercriminals (Pandey & Kapoor, 2025). Additionally,
the rise in phishing crimes, social engineering tactics, and sophisticated attack
methods, such as email and website spoofing, facilitates the exploitation of data
breaches that affect personal privacy (Permana & Jamaludin, 2023).

Technological developments that lead to information leaks, cultural influences
on privacy perceptions, and the inadequacy of existing legal regulations to keep
pace with new technologies are among the important factors contributing to the
increase in breaches (Qu, 2024).

The increase in personal data and privacy breaches in the digital age stems from
multiple interrelated factors, including technological developments, regulatory
challenges, and the growing complexity of cyber threats. A multifaceted approach
must be adopted to effectively address this complex issue. The rise in cybercrime,
particularly developments in identity theft and fraud, highlights the need for a
comprehensive data protection approach that includes stricter regulations and
public awareness initiatives. The protection of personal data is of vital importance
in terms of safeguarding individual rights and preventing negative impacts.

9.1.1.1. The Facebook—Cambridge Analytica Scandal

The Facebook—Cambridge Analytica scandal, which came to light in 2018,
has been etched into history as one of the most significant privacy violations of
the digital age (Cadwalladr & Graham-Harrison, 2018). In this case, the data
analytics firm Cambridge Analytica collected personal data from Facebook users
without their informed consent, constructing psychographic profiles that were
subsequently utilized for micro-targeted advertising and political propaganda
in critical campaigns such as the 2016 U.S. presidential election and the Brexit
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referendum (Hu, 2020; Isaak & Hanna, 2018). Approximately 87 million users’
personal datawere indirectly acquired through Facebook and strategically integrated
into political operations, thereby exposing serious vulnerabilities in the platform’s
privacy infrastructure and its commitment to user autonomy. This incident
extended far beyond a mere violation of individual privacy; it generated global
concerns regarding the transparency and legitimacy of democratic processes. The
scandal sparked widespread public outrage under the hashtag “#DeleteFacebook,”
leading to a considerable erosion of trust in social media platforms (Gonzalez-
Pizarro et al., 2022). It illuminated the ethical ramifications of data harvesting
practices conducted without explicit user consent, particularly highlighting
the need to re-examine key ethical concepts such as informed consent, data
ownership, and user autonomy within the digital domain (Gupta & Saraf, 2023).
In this context, the scandal underscored the necessity for robust privacy policies,
transparent, auditable algorithmic processes, and accountable data governance
mechanisms. Regulatory frameworks such as the European Union’s General Data
Protection Regulation (GDPR) were developed in response to such systemic
violations, aiming to safeguard users’ digital rights and strengthen institutional
accountability (Hoofnagle et al., 2019).

9.1.1.2. TikTok’s Data Collection Practices Concerning Children

TikToK’s data processing practices concerning users under the age of 13 have
been the subject of intense global scrutiny, particularly in relation to digital
privacy, security, and children’s rights. Legal frameworks such as the Children’s
Online Privacy Protection Act (COPPA) in the United States and the European
Union’s GDPR seek to regulate children’s online experiences within ethically and
legally appropriate boundaries. However, current research suggests that TikTok
has failed to fully comply with these regulatory standards, revealing significant
gaps in the protection of children’s personal data (Fisher et al., 2024). Allegations
that the platform collected data from underage users without obtaining verifiable
parental consent—and potentially leveraged such data for commercial purposes—
have resulted in notable legal consequences. In the United Kingdom, for instance,
TikTok has faced multi-million-dollar fines for breaching principles of children’s
data protection (Fisher et al., 2024). This situation is not only a violation of
individual privacy rights but also a matter of concern from the perspectives of child
safety, digital autonomy, and data sovereignty. The platform’s immense popularity
among children renders them particularly vulnerable to harmful content,
sexualized portrayals, and forms of digital exploitation. Recent studies have shown
that many videos featuring children are uploaded without parental approval and
often depict minors in revealing clothing or in potentially exploitative scenarios
(Almeida et al., 2024).

These findings point to a critical need to restructure TikTok’s content
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moderation policies, not only from a technical standpoint but also in terms of
legal and ethical accountability. Furthermore, TikTok’s advertising algorithms
have come under criticism. Subtle and indirect marketing strategies targeting
children may negatively impact their cognitive development and understanding
of commercial content (Carvalho & Marques-Neto, 2024). Such behavioral
advertising tactics entail consequences that cannot be ethically justified solely
through standard user agreements, necessitating a broader ethical evaluation from
a children’s rights perspective. Although TikTok has introduced certain safety
measures, the effectiveness of these initiatives remains a contentious issue among
scholars and policymakers. Inadequate age verification systems, deficiencies in
content filtering algorithms, and limited parental control tools continue to hinder
the platform’s ability to ensure meaningful protection for child users. This context
underscores the imperative for a multi-stakeholder and holistic approach—
encompassing state authorities, civil society organizations, technology companies,
and families—to collaboratively safeguard children’s digital well-being.

Table 1
Privacy Violation Assessment of Facebook and TikTok

Criteria Facebook—Cambridge Analytica TikTok (Children’s Data)
. Uninformed data sharing, Collection of children’s data without
Type of Violation . .
psychographic profiling consent

Adult users (primarily U.S.

Target Group voters) Children under the age of 13
- Millions of child profiles (particularly
Scope ~87 million users in the EU and the U.S.)
Ethical Debate Infor.med consent, data Children’s rights, privacy, and age of
ownership, and user autonomy consent

U.S. Congressional inquiry,
Consequences GDPR awareness, and
reputational damage

£12.7 million fine in the UK, COPPA

violations

Democratic process and election  Algorithmic manipulation of child
integrity concerns users

Global Impact

9.1.2. Algorithmic Bias and Discrimination

Between 2014 and 2017, Amazon’s Al-powered recruitment algorithm
garnered widespread attention in academic and professional circles as a compelling
case that underscores the problematic nature of assumptions regarding algorithmic
neutrality. Originally designed to streamline hiring and enhance efliciency, the
system was eventually discontinued due to its embedded gender bias (Dastin,
2022). The algorithm was trained on historical hiring data that reflected the
technology sector’s male-dominated landscape. Consequently, it began to
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systematically downgrade applications from female candidates, particularly when
resumes included terms such as “women’s chess club captain,” interpreting them
as negative indicators. This led to indirect gender discrimination in the scoring
process.

As Barocas and Selbst (2016) and Langenkamp et al. (2020) have argued, this
case illustrates that ensuring algorithmic fairness requires more than technical
refinement—it demands a critical interrogation of the historical and social
contexts embedded in the data itself. The case clearly reveals how algorithms not
only automate human decisions but also perpetuate the inherent biases within
them. Accordingly, the system constitutes a breach of the principle of algorithmic
fairness (Zhou, 2024). The Amazon example emphasizes that decision-support
systems in the digital age must be designed not only for performance but also
with the principles of equity, inclusivity, and social justice in mind. Especially
in human resources—a field situated at the core of social equity—algorithmic
discrimination cannot be dismissed as a mere technical glitch; rather, it acts as
a mechanism for reproducing structural inequality. Therefore, the presumption
that algorithms are inherently “neutral” must be rigorously challenged, and these
systems must be redesigned in accordance with the principles of transparency,
accountability, and justice.

9.1.3. Bias in Facial Recognition Systems

Algorithmic bias in facial recognition technologies has increasingly become a
focus of scholarly and ethical inquiry, particularly regarding fairness and accuracy
across demographic groups. Numerous studies highlight that these systems exhibit
systematic biases against women and racial minorities due to imbalanced training
datasets and algorithmic limitations. In a seminal study, Buolamwini & Gebru
(2018) demonstrated that commercial facial recognition algorithms display
significant disparities in accuracy: while the error rate for white males was just
0.8%, it rose as high as 34.7% for black women. Similar patterns of bias have
been observed in products from major technology companies such as Microsoft,
IBM, and Face++. These disparities become particularly salient in the light of
intersectionality theory, articulated by Crenshaw (1989), which examines how
individuals experience layered forms of discrimination based on the convergence
of multiple identity categories. Thus, biases in facial recognition systems serve
as concrete indicators of how technologies can become tools for reinforcing
multidimensional discrimination (Benjamin, 2019). In parallel, Clearview Al’s
unauthorized collection of over three billion facial images from publicly accessible
social media platforms and their provision to law enforcement agencies constitutes
a serious violation of digital privacy. The company’s practices have been banned
in several European countries and subjected to legal scrutiny by data protection
authorities (Hill, 2020). Clearview Al’s assertion that the public availability of

137



Digital Ethics in Marketing

images justifies data collection without consent has been widely criticized and
deemed unlawful in various jurisdictions, including Canada (Shepherd, 2024).
These developments underscore the urgent need for digital policy literacy to
comprehend and address the socio-technical implications of such technologies.
Moreover, the lack of comprehensive legal frameworks to regulate facial
recognition—particularly in regions such as the U.S. and the EU—has prompted
growing calls for robust regulation (Capasso et al., 2023). This case reveals a
critical distinction between the public availability of personal data and its ethical
and legal use. The increasing deployment of facial recognition for surveillance and
profiling exemplifies the digital dimension of contemporary surveillance societies.

9.1.4. Al Ethics and Deepfake Violations
9.1.4.1. Al Ethics

The rapid penetration of artificial intelligence (AI) technologies into every
area of social life has highlighted the need for a comprehensive assessment of the
ethical dimensions of these technologies. Al ethics has become one of today’s
most critical research areas, addressing the multidimensional ethical issues arising
from the development and deployment of Al systems. This discipline is of vital
importance in balancing the opportunities and potential risks brought about by
technological progress.

Al ethics, as a specialized subfield of digital ethics, is a discipline that
systematically examines the ethical concerns arising from the growth and social
integration of Al (Walawalkar et al., 2024). This field addresses critical issues such
as regulation, transparency, and risk management with the aim of maximizing
the benefits of Al technologies and minimizing potential risks (Singh, 2024). Al
ethics essentially encompasses multidimensional parameters such as fairness, data
privacy, security, ethical algorithms, decision-making processes, reliability, and
transparency to ensure that Al systems are designed and deployed in a responsible
and safe manner (Sethy et al., 2023). This comprehensive approach aims to ensure
that technology develops in line with human-centered values.

The principle of fairness in artificial intelligence systems requires that
algorithms do not discriminate on the basis of demographic, social, or economic
characteristics in their decision-making processes. In this context, the potential
for bias in artificial intelligence algorithms is one of the fundamental concerns
of ethics. Maintaining human control and responsibility in Al systems” decision-
making processes is a critical requirement in the face of increasing technological
autonomy. This principle envisions the establishment of clear chains of
responsibility for the consequences of Al systems’ actions.

The comprehensibility and explainability of Al systems’ decision-making
mechanisms are of fundamental importance for users and affected parties to be
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able to trust these systems. The protection of personal data and the guarantee
of privacy are indispensable elements of the ethical framework, given the data-
intensive nature of Al systems. Al ethics aims to create frameworks for aligning
technologies with social values and protecting human rights (Praya & Anamika,
2024). This approach prioritizes human-centered values in the technological
development process.

Modern Al ethics develops comprehensive principles that guide the
responsible creation and management of Al technologies. These principles aim
to promote trust and accountability across various sectors by improving human
well-being, supporting justice, protecting individual rights, and preventing bias
(Bayan, 2024). Emerging critical perspectives in the field of Al ethics question
the complex effects of technology on values, behavior, and decision-making. This
approach criticizes traditional ethical approaches that are principled and person-
centered, emphasizing the “scale paradox” that even ethically sound practices
can lead to unacceptable outcomes (Yastreb, 2024). The implementation of Al
ethics highlights the common need for high ethical standards among AI experts,
decision-makers, policymakers, and all segments of society (Walawalkar et al.,
2024). This multi-stakeholder approach requires that the theoretical dimension of
ethics be supported by practical applications.

Al ethics plays a critical role in the quest to strike a balance between
technological progress and human values. Shaped around fundamental principles
such as fairness, accountability, transparency, and privacy, this discipline serves as
an indispensable guide for the responsible development of Al technologies and
their social benefits. In the future, both increasing the theoretical depth of research
in this field and expanding its practical applications will be of vital importance for
managing technological transformation from a humanistic perspective.

9.1.4.2. Deepfake Violations

Deepfake is a technology that generates fabricated images and videos
by manipulating or synthesizing facial features. These artificial productions
are rapidly emerging as a troubling social phenomenon, given their malicious
potential to fabricate false political news, disseminate hazardous misinformation,
falsify electronic evidence, and facilitate digital harassment and fraud. The ease
and accuracy with which deepfakes can be created have been further enabled
by the widespread adoption of face masks since the onset of the COVID-19
pandemic. As masks obscure facial features, the detection of manipulated videos
has become increasingly difficult (Alnaim et al., 2023). Deepfake videos typically
depict individuals engaging in actions they did not actually perform by replacing
their faces with those of others through advanced deep learning techniques
(Ramadhani & Munir, 2020).
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Figure 1
Tom Cruise - Deepfake

Moreover, a TikTok account named DeepTomCruise regularly produces
videos using deepfake technology to portray actor Tom Cruise in a variety of
everyday scenarios—ranging from working out to engaging in mundane activities
(Figure 1). These synthetic representations are not only remarkably realistic but
also demonstrate the entertainment appeal of deepfakes when used to simulate
familiar public figures. The synchronization between the visual and auditory
elements in these videos is notably seamless, enhancing the overall believability
and viewer engagement.

Figure 2
Kemal Sunal - Deepfake

The appearance of the late Kemal Sunal—one of the most iconic figures
and comedians in Turkish cinema—in a Ziraat Bank advertisement through
deepfake technology vividly illustrates the advanced capabilities and reach of
this emerging tool (Figure 2). In 2024, a notable incident involving a woman
named Michel Janse further exemplified the ethical threats posed by deepfake
technologies. Janse reported via TikTok that a company had stolen her identity
and likeness using artificial intelligence and deepfake tools to fabricate a deceptive
advertisement. While the video featured her visual appearance, her voice had
been altered without consent, highlighting the technology’s potential for personal
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identity theft. Such cases underscore the growing concern that deepfakes may
be weaponized in political contexts. Fabricated videos portraying politicians or
public figures can be strategically deployed to manipulate public opinion and
interfere with democratic election processes. Particularly during electoral cycles,
deepfake content disseminated on social media platforms poses a serious threat
to public trust and informed decision-making (Chesney & Citron, 2019). One
notorious example is a widely circulated deepfake video in which former U.S.
President Barack Obama appears to speak disparagingly about then-President
Donald Trump (Figure 3). The video concludes by warning viewers not to trust
everything they see or hear online—a chilling reminder of how easily reality can
be distorted through synthetic media (Al-Dhabi & Zhang, 2021).

Figure 3
Barack Obama - Deepfake

In 2018, following the horrific mass shooting at Marjory Stoneman Douglas
High School in Parkland, Florida, survivor Emma Gonzélez emerged as one of
the most prominent voices in the national debate on gun control. In a widely
circulated video, Gonzélez is seen tearing apart a paper target to symbolize her
protest against gun violence. However, this footage was maliciously manipulated
through deepfake technology: the original video was altered to depict her tearing
a copy of the U.S. Constitution instead (Mezzofiore, 2018). This digitally falsified
content was then disseminated online, deliberately distorting her message and
fueling public outrage. The incident stands as a stark example of how deepfakes
can be weaponized to misrepresent activists, erode public trust, and polarize
political discourse.
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Figure 4
Emma Gonzdlez - Deepfake

In an era where the perception of reality has become increasingly blurred,
deepfake content has emerged as a novel digital weapon threatening both digital
trust and democratic processes. The insufficiency of technological verification tools
and regulatory frameworks exacerbates this ethical dilemma. Deepfake videos
generated through artificial intelligence have particularly become instruments of
digital sexual violence against women. Fabricated non-consensual nude images
or sexually explicit content inflict profound digital trauma on individuals (Paris
& Donovan, 2019). In a 2019 fraud case involving a Europe-based company,
the voice of a corporate executive was cloned using Al technology. Perpetrators
exploited this synthetic voice to deceive an accounting officer into executing an
urgent fund transfer. This incident exemplifies how Al is vulnerable to malicious
uses such as fraud (Stupp, 2019). Voice cloning technologies pose serious threats
not only to individuals but also to institutional security. The longstanding
assumption that everything heard in digital environments is genuine is increasingly
being questioned in light of such cases. These violations raise critical ethical
issues related to consent and image rights. As Novelli et al. (2024) emphasize,
the democratization of deepfake technology exposes foundational principles of
individual autonomy and dignity to new threats. This risk is especially acute for
women and marginalized groups, who are disproportionately affected.

9.2. Artificial Intelligence, Ethical Violations, and Digital Conscience

Artificial intelligence and digital technologies are transforming the social,
economic, and cultural fabric of our age, but they are also producing a systematic
ethical crisis. This crisis is not limited to privacy violations; multi-dimensional
violations such as data manipulation, algorithmic discrimination, surveillance
technologies, and deepfake applications are affecting the entirety of digital life.

The Cambridge Analytica scandal exposed the unauthorized use of personal
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data, TikTok’s data collection practices targeting children highlighted the loss of
digital autonomy, Amazon’s hiring algorithm revealed gender discrimination, and
facial recognition systems exposed structural bias issues. These examples show that
technological innovation is advancing much faster than ethical principles and that
human rights are increasingly at risk.

Deepfake technologies represent one of the most striking dimensions of these
violations. These artificial creations, which make it difficult to distinguish truth
from falsehood, threaten not only individuals’ privacy and reputation but also social
trust, democratic processes, and public order. With its effects ranging from political
manipulation to digital sexual violence, fake news to identity theft, deepfake is one
of the most serious ethical challenges of the artificial intelligence era.

All these developments have taken the ethical dilemma beyond the question of
“Can technology be ethical?” The real issue is how artificial intelligence and digital
systems can be transformed from tools that objectify humans into structures that
protect human dignity and rights.

Some basic principles stand out for this transformation to be achieved:

* Ethical codes must not only be declarative but also include oversight and
accountability mechanisms,

¢ Algorithms must be made explainable, transparent, and contestable,

* Vulnerable groups (children, women, minorities) must be prioritized and
protected in digital design processes,

* Ethical awareness must become a central element of digital citizenship
education.

In conclusion, artificial intelligence ethics is not merely a framework for
limiting harm; it is a vision for a digital future that protects human dignity,
justice, and democratic values. Until this vision is realized, artificial intelligence
technologies will continue to make individuals and societies vulnerable, as
exemplified by deepfakes. It must not be forgotten that without a bridge between
technology and conscience, the Al era cannot be transformed into a just and
humane civilization.

9.3. Discussion and Implications

The cases examined in this chapter show that digital ethics violations are not
isolated events but systemic outcomes of technology-driven ecosystems where
profit and efhiciency often override transparency, accountability, and human
dignity. From privacy breaches such as Cambridge Analytica to algorithmic bias in
recruitment and facial recognition, and from disinformation to labor exploitation,
the findings reveal that ethical oversight lags behind innovation.
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A key implication is the erosion of trust in digital platforms. Inadequate
regulation of data privacy, children’s rights, and algorithmic fairness undermines
both democratic integrity and user autonomy. Moreover, the persistence of
algorithmic bias demonstrates that neutrality is a myth; fairness requires embedding
inclusivity and equity into the design and governance of digital systems.

The rise of disinformation and deepfake technologies presents a growing threat
to democratic stability and public trust, demanding not only stronger regulation
but also digital literacy education and multi-stakeholder collaboration. At the
same time, the hidden human costs of digital labor and the psychological harms
caused by addictive platform designs highlight the need to broaden digital ethics
beyond privacy toward workplace dignity, well-being, and societal resilience.

Opverall, the implications suggest that the challenge of the digital era lies less
in technical limitations than in ethical misalignment. Addressing this requires
enforceable accountability, independent audits, transparent algorithms, and the
prioritization of vulnerable groups. Ultimately, digital systems must be reimagined
as structures that honor autonomy, justice, and human dignity—transforming the
digital age into a more just and humane civilization.
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