CHAPTER 1

ETHICS IN THE DIGITAL WORLD

Emre Yildirim!

1.1. An Overview of Ethics

Have you ever wondered whether Robinson Crusoe—living alone on a
deserted island—still needs morality?

According to some scholars, morality is not merely a set of rules enforced by
society, but a fundamental component of human cooperation, tracing back to
ancient times (Krebs, 2011; Tomasello & Shimizu, 2018). Morality emerges as a
means to regulate collaborative life, enabling individuals to fulfill shared goals and
derive mutual benefit through structured relationships. This perspective positions
morality as a dual-faceted concept: both mandatory and voluntary.

The mandatory dimension of morality is grounded in the necessities of human
survival. It enables individuals to live harmoniously within a community—
providing structure, promoting social cohesion, and preventing chaos through
the enforcement of rules and norms. In this sense, morality becomes a social
contract: to be accepted, protected, and supported, individuals must adhere to
shared ethical standards.

On the other hand, voluntary morality enriches communal life by encouraging
altruism, empathy, and prosocial behavior. Individuals may choose to go beyond
self-interest, driven by a desire to contribute meaningfully to the well-being of
others. This form of morality supports the internalization of ethical principles,
where people act morally not out of fear of punishment or the expectation of
reward, but because they value such behavior intrinsically.

This duality suggests that morality is both an external guide and an internal
compass. While society may enforce ethical behavior through laws, customs, or
norms, the most resilient moral systems are those where individuals willingly
embody ethical values—even in the absence of oversight or consequences.

So, does Robinson Crusoe need morality? Perhaps not in the same sense as
someone embedded in a complex society. But the moment he begins to interact—
whether with Friday, nature, or even his own conscience—moral reasoning begins
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to take shape. Morality, then, is not only a social necessity but a deeply human
trait that reflects our capacity for empathy, reflection, and judgment.

Morality, as such, provides the groundwork for ethics, a more systematic and
reflective domain. While morality refers to the practices, values, and norms shared
by a group, ethics engages in the critical examination of these norms (Giiventiirk,
2017). Ethics asks: What ought we to do? Why should we act in a certain way?
What principles should guide our behavior, especially when moral codes conflict
or are unclear?

In this sense, ethics operates at a meta-level. It offers tools to analyze, justify,
and sometimes revise the moral frameworks we live by. Historically, ethical thought
has been structured around major philosophical traditions, each offering distinct
criteria for determining right and wrong (Chonko, 1995; Velasquez et al., 1992):

* Teleological ethics, one of the major schools of ethical thought, refers to
the moral rightness of an action by regarding its consequences. In this
view, actions are considered morally acceptable if they lead to favorable
results, such as maximizing happiness or minimizing harm. This approach
is often associated with utilitarianism, where the ends justify the means as
long as they produce the greatest good for the greatest number.

* Deontological ethics states that the moral rightness of an action must be
considered according to the ‘good will’ rather than its outcomes. According
to this framework, an action is morally right if it is performed out of a
sense of moral obligation, regardless of the outcomes it produces.

* Relativist ethics corresponds to the moral norms of the relevant society
in which it is practiced. The rightness or wrongness of actions is heavily
associated with the culture itself. According to this perspective, what is
considered morally right or wrong varies from one society to another, as
ethical norms are shaped by local traditions, beliefs, and practices. Thus,
the evaluation of an action’s morality is intrinsically linked to the cultural
and societal standards within which it occurs, making ethical relativism
particularly relevant in cross-cultural discussions.

Each of these traditions contributes to a more comprehensive understanding
of ethics. They offer not only theoretical insight but also practical guidance in
resolving real-world dilemmas—be it in medicine, law, business, or now, the

digital world.

Yet ethics is never static; as societies evolve, new circumstances arise that
challenge traditional moral categories. The development of artificial intelligence,
algorithmic decision-making, surveillance technologies, and digital platforms
introduces novel ethical questions that cannot be easily answered by simply
applying old rules. The rapid dissemination of information and content worldwide
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shortens the lifespan of innovations, making it inevitable for marketers—who
inherently operate in a dynamic environment—to become even more adaptive
(Yilmaz, 2020). In this context, data analytics and artificial intelligence-driven
promotion strategies foster innovative approaches in marketing, guiding businesses
in shaping their strategic orientations (Yilmaz, 2024). Building on this, factors
such as data analytics and artificial intelligence accelerate innovation in marketing,
helping businesses refine their strategic directions (Aykag, 2024). They require us
to reinterpret, adapt, or even reinvent our ethical frameworks.

Still, even amidst these new challenges, the core aim of ethics remains the
same: to help us live thoughtfully, justly, and responsibly—whether on a deserted
island or in a densely networked digital world.

1.2. Digital Transformation

As technology becomes deeply embedded in every aspect of human life,
traditional ethical frameworks struggle to keep pace with the speed, complexity,
and scope of digital innovation. The need for a digital transformation in ethics arises
from this growing gap between classical moral principles and the unprecedented
ethical challenges brought about by digital technologies.

The digital transformation of ethics involves more than merely transferring
traditional moral rules into the digital sphere. An initial search of the Scopus
database can be helpful in gaining a clearer understanding of this transformation.
As of July 2025, a basic and focused search? using the terms “digital” or “online”
in article titles and “ethics” as a keyword provides insight into how ethical
considerations are being addressed in digital contexts.

A total of 2,527 publications were identified on Scopus between 1985 and
2025, which included 1,652 (65.4%) articles, 300 (11.9%) conference papers, 213
(8.4%) reviews, and 362 (14.3%) other forms of publications, including chapters,
editorials, letters, etc. In order to see the tendency within the last 10-year period,
the results were filtered by year, starting from 2015 and ending with 2024. Figure
1 shows the publications’ increasing popularity in the scope of digital and/or
online ethics. Even though there is a small decline in the number of publications
regarding digital and/or online ethics in 2022, reaching 346 publications by
2024 from 93 publications by 2015, a 372 percent boost, can be expressed as
an indicator of how important researchers see the digital transformation of the
ethical concept.

2 The query is ( KEY (ethics ) AND TITLE ( digital ) OR TITLE ( online ) )



Digital Ethics in Marketing

Figure 1
Documents by Year (2015-2024)
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This increasing popularity of the ethical perspective within the digital and/
or online sphere is mostly seen in the area of Social Sciences with 785 (24.5%)
publications, Medicine with 579 (18.1%) publications, and Computer Science
with 426 (13.3%) publications. Considering other disciplines, Business &
Management (6.0%), Psychology (3.8%), Decision Sciences (2.2%), and
Economics (2.2%), research based on Social Sciences reaches 38.7% in sum.
This shows how important and widespread the use of ethics in social sciences has
become.

Figure 2
Documents by Subject Area (2015-2024)

Other (12.0%) \

Economics, Econ... (2.2%] P - Social Sciences... (24.5%)

Drecision Scienc... (2.2%)

Mursing (3.4%)

Psychology (3.8%)

Engineering (4.5%)

Business, Manag... (6.0%) -
Medicine (18.1%)

Arts and Humani... (9.9%) ~

Computer Scienc... (13.3%)



Ethics in the Digital World

The more important point is how studies conducted in the abovementioned
fields connect the concepts of ethics and digital and/or online. Figure 3, generated
by Vosviewer, demonstrates a network visualization map showing how the
concept of ethics has evolved into a multifaceted structure within the context
of digitalization. At the center lies ‘ethics’, which is highly interconnected with
a multitude of sub-concepts, indicating the multidisciplinary and cross-sectoral
nature of ethical discourse in the digital era. The largest node, ethics, is directly
linked to a wide range of themes, including digital ethics, artificial intelligence,
social media, privacy, sustainability, and research ethics, etc., meaning they
frequently appear together in academic papers, forming thematic clusters. This
reflects how ethical concerns are being redefined and contextualized within various
domains in response to digital transformation.

Figure 3
Network Visualization Map of Ethics in the Digital Sphere 3
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Cluster Analysis

The color-coded clusters suggest the presence of seven distinct thematic areas,
each representing a critical subdomain of ethical inquiry in digital contexts:

* Red Cluster (Social Media, Research, and Digital Interaction Ethics

Prominent terms in this cluster are social media (including Facebook and
Twitter), online, internet, and research. This cluster emphasizes ethical
challenges associated with social media platforms, digital communities,
and online research. As a trend area of study, social media addresses how
online interactions can impact personal privacy and the ethical standards
governing user behavior (Grigorescu & Baiasu, 2023).

Green Cluster (AL, Governance, Sustainability, and Data Ethics)

Prominent terms in this cluster are artificial intelligence (AI), privacy,
digital ethics, and sustainability (including CSR and business ethics). This
cluster focuses on the intersection of these themes, highlighting how they
influence each other in contemporary business practices. Understanding
these relationships is crucial for developing ethical frameworks that
promote responsible innovation. As Yalamati (2024) mentioned, these
frameworks must address the ethical implications of Al and its integration
with sustainability efforts to ensure that technological advancements align
with societal values and environmental goals.

Blue Cluster (Digital Education, Citizenship, and Information Ethics)

Prominent terms in this cluster are education, digital citizenship, and
information ethics. This area highlights the ethical responsibilities of
individuals in digital learning environments. As Becker et al. (2023) stated,
ethics is a crucial concept in digital education, advocating for user skills
development to ensure informed decision-making and ethical engagement
with algorithmic systems, thereby fostering trust and autonomy in digital
contexts.

Yellow Cluster (Digital Technology, Storytelling and Media)

Prominent terms in this cluster are digital technology, journalism, and
misinformation. This cluster explores how digital media shapes narratives,
public discourse, and societal understanding through storytelling,
journalism, and technology-mediated content. It also connects with critical
concerns like misinformation, media bias, and narrative ethics in a rapidly
evolving digital society. The digital world is not only conducive to creating
and spreading false information, but it also negatively impacts company
credibility (Mills et al., 2019). The high volume of content production
resulting from the freedom to express opinions without approval from any
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authority, facilitated by new media technologies, reinforces this negative
impact by diminishing the importance of information and lowering its
quality (Yilmaz et al., 2020).

Purple Cluster (Transparency, Accountability, and Technological Ethics)

Prominent terms in this cluster are machine learning, transparency,
accountability, and fairness. This cluster focuses on the ethical implications
of automation and algorithmic decision-making in consumer interactions.
It contributes to a socio-technical understanding of ethics in the digital
marketplace. It bridges computational systems with normative values
(fairness, justice, and dignity) and encourages a shift from performance-
only metrics to value-based metrics in automation design.

Light-Blue Cluster (Digital Health and Bioethics)

Prominent terms in this cluster are digital health, mental health, and young
people. This cluster represents the convergence of healthcare, biomedical
ethics, and digital technologies—a rapidly evolving domain that demands
interdisciplinary ethical scrutiny. Unlike other clusters focused on
consumer-facing or business practices, this one aligns closely with public
good, biomedical responsibility, and individual well-being in a digitally
mediated world. This cluster also reveals how important factors such as
cyberbullying and digital addiction are, which cause negative psychological
effects on youth, as supported by Burr et al. (2020).

Orange Cluster (Values, Design, and Digital Norms)

Prominent terms in this cluster are trust, values, and norms. This cluster
represents one of the most philosophically rich and practically impactful
domains within digital ethics. It deals not just with what technology does,
but with how it is designed, why it is designed that way, and what values
are embedded into its structure. This cluster is crucial because it moves
ethics upstream — from reactive to proactive. Every decision-maker
(including individuals, companies, etc.) must consider this to have a better
understanding of the target group within the ethical framework.
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Figure 4
Year-Based Orientation of Ethics in the Digital Sphere
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In order to see the shift in the digital context over the years, a second
visualization map was generated with Vosviewer, as demonstrated in Figure 4. The
colors indicate the average publication year for the keywords, with color coding

from oldest to newest:
* Dark Blue & Purple (-2016 - 2018)

Key terms are ‘internet’, ‘digital piracy’, ‘computer ethics’, ‘Facebook’, and
‘ethnography’. These were more prominent in earlier years but may be
declining in attention.

Green (-2019 - 2021)

Key terms include ‘privacy’, ‘research ethics’, ‘data protection’, ‘digital
technology’, and ‘health’. It seems these areas are still active, but not the
most cutting-edge at this moment.

o Light Green & Yellow (-2022 - 2024)

Key terms are ‘AT’, ‘digital (including health, society, technology)’, ‘CSR
(including business ethics)’, ‘machine learning’, and ‘fairness’, which

indicate the recent interest—trending research areas.

While this map shows how the trend in the digital environment has changed
over the years, it also proves how important it is to use the terms “ethics” and
“digital” together. Although some research areas are less popular today, considering
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the future of digitalization, it is obvious that the concept of ethics will be needed
more in the digital world. In this context, topics, specifically from a marketing
perspective, related to digital ethics that are thought to be needed both today and
in the future are discussed.

1.3. Digital Ethics in Marketing

In today’s digital and data-driven world, marketing is no longer confined to
traditional media or transactional exchanges. It has evolved into a pervasive system
that influences consumer behavior and cultural norms. The integration of Al,
predictive analytics, and real-time targeting has given marketers unprecedented
access to personal data and behavioral insights. However, this power comes with
serious ethical implications. As Martin and Murphy (2017) emphasize, digital
marketing practices increasingly challenge foundational ethical principles such as
autonomy, transparency, and informed consent. The asymmetry of information
between marketers and consumers has widened, raising critical concerns about
fairness and manipulation, which in turn decrease consumers’ trust and loyalty in
digital environments (Lobschat et al., 2021).

The need for ethics in the marketing field stems from growing concerns around
data privacy breaches, manipulative designs, misinformation and false ads., unfair
business practices (lack of transparency, accountability, etc.), and algorithmic
bias as illustrated in Figure 3. Research by Di Domenico et al. (2021) states
how digitally generated fake news can negatively influence not only consumers
but also brands and society at large. Furthermore, the growing phenomenon of
surveillance marketing reveals how behavioral data is commodified to influence
decisions without adequate consumer awareness (Susser et al., 2019).

Without ethical grounding, marketing risks becoming exploitative—
prioritizing conversion over consent, and attention over authenticity. Indeed,
the motivations of managers and the culture of information sharing, which drive
the development of pricing and promotion capabilities that directly impact a
firm’s performance, play a critical role in determining these commercial priorities
(Bags et al., 2025). This risk becomes particularly evident in sales promotion
activities, where businesses must guide cognitive, emotional, and behavioral
responses to encourage audience engagement and exchange effectiveness (Yilmaz
& Zengin, 2023). Consumers are increasingly aware of these risks and demand
accountability, transparency, and fairness from the brands they engage with. In
this context, marketing ethics is not merely about avoiding harm or adhering to
regulations; it is about fostering trust, respect, and long-term value in consumer
relationships. The trust and loyalty established by the brand fulfilling its promises
(meeting ethical expectations) allow customers to become voluntary advocates
(evangelists) of the brand (Yilmaz & Aykag, 2018). Thus, ethical considerations
must become a foundational pillar of digital marketing strategy.
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Moving from here, with the increasing demand for ethics in digital marketing,
some topics come to the fore, combining today and the future, as shown in Table
1. In this manner, suggested topics were clarified in parallel to clusters that
had previously been generated. The important point here is that each topic is
associated with only one cluster. However, this doesn’t mean that the topics are
sharply separated from each other. As Granstedt (2024) mentioned, social media
ethics includes four themes: advertising and customer—brand relationships, the
dark side of social media, privacy, and fake news, which reflects multi-clustering
of ‘Social media and ethical consumption’. This indicates the suggested topics may
have insights from more than one cluster.

Table 1
Research Topics Related to Digital Ethics in Marketing

Cluster Colors Cluster Names Suggested Topics

® Red Social Media, Research, and

L . . Social media and ethical consumption
Digital Interaction Ethics P

Digital ethics and consumer rights

Al, Governance, Sustainability, Digital consumer and cybersecurity

® Green and Data Ethics Al and digital ethics
Digital ethics and social responsibility
@ Blue i?lic%i{fllfogg;tciiﬂo}? t,higitizenship > Unethical digital consumer
Yellow ggiﬁegzcgﬁﬁlczgy’ Storytelling, Digital advertising and ethics

® Purol Transparency, Accountability, and Ethics in digital pricing

urpie Technological Ethics Ethics in digital payment
o Light Blue Digital Health and Bioethics Digital ethics and psychological effects
[ ) Orange \I\/Tﬂtlriss, Design, and  Digital Ethics in online shopping

From the ethical perspective, social media has many important facets.
What makes social media ethics so important is that academics, practitioners,
policymakers, and consumers all benefit (Granstedt, 2024). Ethical consumption
via social media involves how platforms shape consumer behavior, influence
purchasing decisions, and facilitate (even manipulate) value-driven choices. As
studies by Rizomyliotis et al. (2024) and Lan and Tung (2024) indicate, less
influencer credibility on social media and digitally false content can result in
decreased brand preference and play a pivotal role in shaping consumer perceptions.
Social media is both a site of consumer agency and algorithmic control—hence,
ethical issues in interaction and digital research emerge together.
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In the green cluster, each is crucial within the broader field of digital ethics in
marketing and consumption. Al, here, can be considered as an umbrella concept
consisting of and collaborating with other topics, such as ‘consumer rights’ and
‘cybersecurity’. The topic ‘consumer rights’ concerns how digital technologies —
especially platforms, algorithms, and data collection tools — affect consumers’
autonomy, privacy, informed consent, and access to fair treatment. In the digital
age, consumer rights extend beyond traditional protections (e.g., right to safety
or information) to include data protection, algorithmic transparency, and
freedom from digital manipulation. In relation to this, unethical practices like
data breaches, identity theft, and fraud can be prevented to maintain a secure
infrastructure in today’s and future digital transactions by developing an ethical
perspective in cybersecurity (Dursun, 2025; Loi & Christen, 2020).

As mentioned above, Al corresponds to a very broad field of study, intensely
collaborating with other topics at the product, consumer, and society level
(Du & Xie, 2021). Al raises ethical concerns related to privacy, transparency,
manipulation, and accountability (Bharti & Park, 2023). In marketing and
consumer contexts, Al shapes what products consumers see, what prices they are
offered, and even how they are emotionally influenced fairly or unfairly— all
through algorithmic decision-making systems (Hidayat et al., 2025; Du & Xie,
2021). Al should not be viewed solely as a tool for efficiency; marketing strategies
must also address its potential risks to ensure responsible engagement with
consumers and stakeholders. A decision-making system developed and supported
by Al within the company can mitigate potential ethical issues regarding social
responsibility (Ferrell & Ferrell, 2024) and contribute to a high level of trust in
the digital sphere (Lopez Jimenez et al., 2021).

Due to its anonymous nature, digital environments are prone to becoming a
basis for ethical issues. Digital advertising includes manipulative targeting, lack
of informed consent, stereotyping, and intrusive personalization (Akseki, 2022;
Zarsky, 2019). However, with an intelligent ad., which can be used in machine
learning and deep learning to predict and approach the right advertising tasks
and message for potential shoppers, companies can boost their profits while
decreasing unneeded costs (Rodgers & Nguyen, 2022). This effectiveness is
supported by empirical studies demonstrating that artificial intelligence, despite
limited data, achieves human-like success in writing advertising copy (Yilmaz,
2023). Considering the topics ‘digital pricing’ and ‘digital payment,’ they are
deeply interlinked, as both represent core mechanisms through which digital
platforms engage consumers and exert influence over their purchasing behavior.
Digital pricing, often enabled by algorithmic tools, allows firms to implement
personalized or dynamic pricing strategies that may lead to price discrimination and
consumer manipulation (Lippert -Rasmussen & Munch, 2024; Seele et al., 2021).

11
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On the other hand, digital payment infrastructures—especially those integrated
within platform ecosystems—raise concerns regarding financial surveillance, data
monetization, and restricted consumer autonomy (Bugar & Somogyvari, 2025).

Digital platforms can also significantly impact mental health and emotional
well-being through persuasive design, addictive interfaces, algorithmic pressure,
and cyberbullying (Zhong et al., 2022; Ko¢ & Turan, 2021). These psychological
risks necessitate ethical design and user protection requirements that are
indispensable in online shopping. Misleading information and advertising,
fake customer reviews, data collection breaches, manipulative designs, and dark
patterns are some examples in this sense (Sin et al., 2025; Xia et al., 2024; Sun
& Li, 2023). While these features aim to enhance user experience and drive
sales, they simultaneously generate a range of ethical concerns that challenge the
rights, agency, and well-being of digital consumers. On the other hand, unethical
practices do not always come from corporations or institutions. As a stakeholder
of the interaction, consumers, specifically those who are morally disengaged, can
also be manipulative by deceiving other parties (Cheng, 2025). Fake identities,
data misuse, and the abuse of platform algorithms are some examples in the digital
environments (Qadri et al., 2025; Mayr, et al., 2022; Punj, 2017). These practices
challenge ethical norms in peer-based platforms and raise accountability concerns.

1.4. Discussion and Implications

The exploration of digital ethics throughout this chapter reveals a deeply
complex and rapidly evolving landscape, where traditional moral principles are
consistently challenged by emerging technologies, platform dynamics, and shifting
consumer behaviors. The transformation of ethics in the digital age is not simply
a matter of applying pre-digital frameworks to new contexts; rather, it necessitates
a fundamental rethinking of ethical priorities, responsibilities, and structures. By
examining the increasing scholarly attention to digital ethics, as illustrated by
the bibliometric trends and thematic clusters, it becomes evident that the digital
domain has introduced new ethical tensions that are interdisciplinary in nature and
global in scope. These include, but are not limited to, challenges in privacy, fairness,
transparency, psychological well-being, and the sustainability of digital societies.

One of the central insights that emerges from this work is the pivotal role of
marketing as both a source of ethical concern and a potential agent for ethical
transformation. The convergence of Al big data, algorithmic personalization, and
digital consumer platforms has created opportunities for targeted engagement but
also substantial ethical risks—ranging from manipulative design to exploitative
pricing strategies and intrusive data collection. These concerns are intricately
captured within the clusters analyzed in this study. Each cluster reflects a critical
subdomain of digital ethics, highlighting the ways in which consumer interaction,
digital infrastructure, and platform governance intersect to produce complex ethical

12
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dilemmas. Notably, these ethical issues are not confined to institutional actors
alone; consumers, too, can contribute to the degradation of digital environments
through unethical behaviors, enabled by anonymity, reduced accountability, and
widespread moral disengagement.

This comprehensive analysis offers valuable insights not only into the present
ethical landscape but also into how future ethical challenges might evolve. The
observed shift in publication trends from foundational digital ethics to more
contemporary concerns—such as Al governance, fairness in algorithmic pricing,
and the psychological impact of digital interfaces—signals a growing urgency to
embed ethics into the core of digital innovation. As digital ecosystems become
more immersive and automated, the ethical questions they raise will become more
subtle yet more consequential. For instance, the integration of Al into digital
marketing necessitates the development of explainable, accountable systems that
can balance personalization with privacy and predictive power with fairness.
Similarly, as payment systems become fully digitized and platform-dependent,
questions of access, surveillance, and financial justice will become increasingly
central to the discourse on digital ethics.

For future researchers, this chapter underscores the importance of adopting
interdisciplinary, systems-oriented approaches to studying digital ethics. Rather
than treating ethical issues as isolated or purely technical, scholars should consider
the social, psychological, and institutional dynamics that shape ethical outcomes
in digital contexts. There is a pressing need for longitudinal studies that trace
the ethical trajectories of digital technologies, as well as empirical research that
evaluates how ethical principles are operationalized—or neglected—in real-world
digital marketing practices. Furthermore, researchers are encouraged to engage
with comparative and cross-cultural analyses, as ethical expectations and norms
can vary significantly across regions, platforms, and consumer populations.
Understanding these variations will be essential for building inclusive and globally
relevant ethical frameworks.

In conclusion, the digital transformation of ethics is not a bounded shift,
but a continuing process—one that demands vigilance, adaptability, and critical
reflection from both scholars and practitioners. Marketing, situated at the
intersection of business strategy, consumer behavior, and digital innovation,
represents both a challenge and an opportunity for ethical advancement. As digital
technologies continue to reshape markets, societies, and identities, ethics must
not remain an afterthought. Instead, it should function as a guiding principle
embedded into the design, governance, and interaction layers of the digital
world. The findings and perspectives presented in this chapter can thus serve as a
foundation for a more ethically conscious and socially responsible digital future.
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