
CHAPTER 10

ETHICS IN DIGITAL PAYMENT

Mustafa Koç1

10.1. The Invisible Threat Behind Convenience

The rise of digital payments has revolutionized commerce, enabling seamless 
transactions across apps, websites, and devices. From contactless cards to mobile 
wallets and cryptocurrencies, ﻿digital payment systems have made financial activity 
faster and more efficient. Yet, behind this convenience lies a growing ﻿ethical 
dilemma: the widespread emergence of ﻿financial fraud.

Another significant consequence of digitalization is the dependence on 
smartphones for financial management. Most ﻿digital payment tools—banking 
apps, wallets, two-factor authentication, and QR codes—are directly tied to an 
individual’s phone. Losing or compromising a phone can result in the loss of 
financial access and ﻿personal data. Ensuring mobile security has therefore become 
a cornerstone of ethical ﻿digital payment systems.

Moreover, the scale of digital payments highlights the urgency of addressing 
ethical concerns. According to Statista (2023), the global digital payments market 
exceeded USD 9.5 trillion in transaction value and is projected to surpass USD 
15 trillion by 2027. While this growth demonstrates the efficiency and popularity 
of cashless systems, it also raises critical questions about systemic vulnerabilities. 
Since financial systems fundamentally rely on trust, widespread exposure to fraud 
not only harms individuals but also undermines confidence at a macroeconomic 
level, potentially slowing down innovation and adoption of digital finance.

10.2. Forms of Financial Fraud in Digital Payments

Financial fraud in digital payments takes many forms, ranging from technical 
attacks to psychological manipulation. Deceptive practices such as phishing, 
smishing, and spoofed platforms trick users into revealing sensitive data, while 
fake apps and cloned gateways harvest credentials or redirect funds.
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Other methods exploit human behavior, with ﻿social engineering and SIM 
swap attacks allowing criminals to bypass authentication and hijack accounts. 
Additionally, the rise of QR codes, NFC payments, and cryptocurrencies has 
created new opportunities for scams, including malicious codes, identity hijacking, 
and fraudulent token schemes.

10.2.1. Phishing, Smishing, and Spoofing

Phishing, smishing, and spoofing are deceptive techniques used to trick users 
into revealing sensitive financial information. Phishing typically occurs through 
emails that appear to come from legitimate financial institutions or payment 
platforms, urging recipients to click on fraudulent links or provide account details 
(Khonji et al., 2013). Smishing is a variation of phishing that uses SMS text 
messages instead of email.Spoofing involves the creation of fake websites or login 
pages that closely mimic real ones to deceive users (Schuckers, 2002). During 
the COVID-19 pandemic, phishing emails surged, exploiting public fear and 
financial uncertainty. For example, many users received emails claiming to offer 
government relief payments, with embedded links leading to fake websites that 
collected banking credentials. Similarly, smishing campaigns targeted mobile users 
by sending urgent texts pretending to be from banks, warning about account issues 
that required immediate action (Mishra & Soni, 2023). Spoofed websites with 
realistic branding further convinced victims to enter their usernames, passwords, 
and even credit card details, resulting in unauthorized transactions and identity 
theft.

The magnitude of this problem has been well documented. The FBI’s Internet 
Crime Report (2022a) reported over 300,000 phishing-related complaints in a 
single year, with estimated losses exceeding USD 52 million. These attacks often 
exploit behavioral vulnerabilities such as “urgency bias,” where individuals are 
pressured to act quickly without verification, and “cognitive overload,” where 
excessive information reduces a person’s ability to make rational judgments. In 
this way, phishing scams are not only technical exploits but also psychological 
manipulations, highlighting the need for both technological safeguards and 
behavioral awareness strategies.

In 2021, phishing campaigns imitating Apple Pay and Google Pay were widely 
reported, redirecting users to fake login pages that harvested credentials (Dutta, 
2025). Such cases demonstrate that ethical safeguards in the ﻿digital payment 
ecosystem must go beyond encryption and technical firewalls; they must also 
include user education and behavioral nudges that help consumers recognize and 
resist manipulative tactics.
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10.2.2. Fake Payment Apps and Cloned Gateways

Mobile users frequently download fake payment applications that mirror real 
ones, tricking them into making transfers to fraudulent accounts. In India, a fake 
version of the Paytm app was widely downloaded, leading to unauthorized fund 
transfers during festive shopping seasons (Times of India, 2025a). Google had to 
remove hundreds of malicious apps mimicking genuine fintech services from its 
Play Store.

India’s rapid adoption of digital payments, combined with a vast population and 
uneven technological literacy, has created both opportunities and vulnerabilities. 
Many fraud schemes, including fake agents and cloned apps (Times of India, 
2025b), have originated from regions with limited regulatory oversight and high 
unemployment rates. These conditions do not reflect societal approval of fraud 
but instead indicate how systemic economic pressures and digital infrastructure 
gaps can enable unethical behavior. In rural and semi-urban areas, where ﻿digital 
literacy remains limited, individuals are more likely to fall victim to fraud or 
unknowingly participate in scams. This situation underscores the need for stronger 
ethical frameworks, robust platform accountability, and government-led public 
education in digital financial behavior.

The ﻿threat of fake payment apps is not confined to India. According to ENISA 
(2025), the European financial sector faced significant security risks due to 488 
publicly reported cyber incidents that occurred between January 2023 and June 
2024 (ENISA, 2025). These applications not only steal funds but also harvest 
sensitive ﻿user data such as contact lists and location information, which can later 
be used for identity theft and targeted scams. From an ethical perspective, this 
highlights the responsibility of app marketplaces such as Google Play and Apple 
App Store to strengthen their vetting processes and to provide clearer warnings 
to users. 

Moreover, cloned payment gateways represent a particularly dangerous variant 
of this fraud. Fraudsters create websites or payment portals that are visually 
indistinguishable from legitimate merchant platforms, often using copied logos, 
color schemes, and domain names with minor alterations. Once users enter their 
payment details, the information is harvested for unauthorized transactions. The 
ethical implications are severe, as consumers place trust in visual authenticity, 
and platforms that fail to provide adequate authentication mechanisms indirectly 
contribute to the deception.

In 2023, Europol, in collaboration with the European Union’s Agency for 
Cybersecurity (ENISA), national law enforcement authorities, and private 
﻿cybersecurity partners, conducted an operation that uncovered 443 e-commerce 
websites compromised with digital skimming malware. These compromised 
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merchants were notified about the breach, highlighting the stealthy nature 
of such attacks, where payment card data is intercepted during the checkout 
process without detection. The incident underscores the importance of ethical 
accountability beyond consumers, stressing that platforms, regulators, and 
payment service providers must enforce real-time monitoring, transparent 
incident reporting, and enhanced verification protocols to safeguard against such 
pervasive threats (Europol, 2023).

10.2.3. Social Engineering and Psychological Manipulation

Scammers use ﻿social engineering tactics—such as pretending to be customer 
support agents—to pressure victims into sharing authentication codes. These 
psychological manipulations often rely on urgency, fear, or impersonation to 
override the user’s judgment and provoke quick, irrational responses. In the United 
States, a scam involving fraudsters posing as PayPal support agents led victims to 
“verify” their accounts by transferring funds to scammers (Law.asia, 2024). This 
tactic exploited trust in platform branding and customer service.

Similarly, in India, numerous cases have emerged where fraudsters posed as 
bank representatives or government officials, calling individuals under the pretense 
of KYC (Know Your Customer) verification or digital account updates. Victims 
were tricked into sharing one-time passwords (OTPs), leading to unauthorized 
withdrawals (NDTV, 2024). In some cases, fraudsters used WhatsApp or Telegram 
to share fake identity cards and convince users of their legitimacy.

A more recent form of ﻿social engineering involves mirroring well-known 
brands to promote fake giveaways. Fraudsters create websites or ﻿social media 
posts using real corporate logos and names—such as IKEA—to announce 
promotional campaigns (Finn, 2020). They then collaborate with fake influencers 
or bots to post testimonials claiming they received free products. These posts are 
often supported by doctored images of boxes or delivery confirmations to add 
credibility. Unsuspecting users are lured into clicking malicious links, entering 
﻿personal data, or paying small “shipping fees” for goods that never arrive. This 
form of psychological manipulation exploits the public’s trust in familiar brands 
and the persuasive influence of social proof.

Social engineering fraud goes beyond technical vulnerabilities—it manipulates 
fundamental aspects of human psychology. Research in behavioral economics has 
shown that scammers often exploit authority bias (the tendency to obey perceived 
figures of authority) and fear appeals (messages that invoke anxiety to trigger 
compliance). For instance, fraudsters posing as bank officials exploit authority 
bias by invoking institutional credibility, while urgent messages about account 
suspension prey on fear, compelling victims to act without verifying authenticity.
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The UK’s Financial Conduct Authority (FCA) (2022) observed a significant 
surge in “tech support” or screen-sharing fraud, reporting around 2,014 cases 
and losses totaling approximately £25 million. Scammers commonly impersonate 
legitimate companies, persuade victims to grant remote access to their devices, and 
subsequently exploit this access for both direct theft and ongoing manipulation. 
This emphasizes that ﻿ethical responsibility extends beyond consumers—platforms, 
regulators, and payment providers must enhance real-time monitoring, transparent 
reporting, and verification protocols to counter such psychologically manipulative 
frauds.

Moreover, ﻿social engineering fraud has expanded with the use of AI. Fraudsters 
increasingly deploy AI-driven tools, such as voice cloning and deepfake videos, to 
impersonate trusted figures. NDTV (2024) reported that AI-generated phone calls 
mimicking the voices of bank managers in India successfully tricked customers 
into transferring funds. This convergence of psychological manipulation with 
advanced technology poses a new ﻿ethical dilemma: while AI can strengthen fraud 
detection, it simultaneously enables more convincing scams.

From an ethical standpoint, combating ﻿social engineering requires more than 
technical countermeasures. Platforms and regulators must also invest in ﻿public 
awareness campaigns that teach individuals how to recognize manipulation 
strategies. Simple tools—such as interactive training modules, simulated phishing 
campaigns, and mobile alerts warning users of suspicious activity—can reduce 
susceptibility. Ultimately, resilience against ﻿social engineering is as much about 
cultivating critical awareness as it is about building technical defenses.

10.2.4. QR Code and NFC Exploits

With QR codes becoming standard in cafes and transportation, fraudsters have 
started replacing legitimate codes with their own. In China, a wave of QR code 
fraud in 2022 led to the replacement of merchant displays with tampered codes 
that redirected funds to attacker accounts (Times of India, 2025c). Authorities 
responded by requiring merchant code verification procedures.

In contrast, QR code-based ATM withdrawals—now widely offered by banks 
in countries like Türkiye—have proven safer than traditional card-based methods. 
This is especially relevant in the context of card cloning fraud, where criminals 
attach skimming devices to ATMs or point-of-sale (POS) terminals in markets 
and gas stations. These hidden devices copy users’ credit card data during normal 
transactions, leading to unauthorized usage and financial loss. In the United States, 
multiple cases have involved cloned cards being used for fraudulent purchases 
after card information was harvested from retail POS systems. By eliminating the 
need to insert a physical card, QR-based withdrawals and contactless payments 
reduce such risks and offer a more secure alternative for consumers.
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The convenience of QR codes and Near Field Communication (NFC) 
technology has accelerated their adoption, but it has also created a new frontier 
for cybercriminals. For instance, in 2023, the Singapore Police Force issued a 
public warning after hundreds of cases were reported where fraudsters pasted fake 
QR stickers on restaurant tables (Chia, 2024). Customers scanning the codes 
were redirected to phishing websites, resulting in unauthorized transactions. This 
demonstrates how low-cost and low-skill methods can be used to execute high-
volume fraud schemes.

In Germany, researchers found that many NFC-enabled payment terminals 
lacked proper encryption protocols, making them vulnerable to “relay attacks.” In 
such schemes, fraudsters use two devices to intercept and relay communication 
between a payment card and a terminal, effectively tricking the system into 
approving unauthorized payments. Previous studies confirm that relay attacks 
remain one of the most tangible threats to contactless payments, even when 
industry standards are followed (Giese et al., 2019). Tools such as NFCGate, 
developed by TU Darmstadt, have demonstrated how off-the-shelf smartphones 
can successfully perform relay and replay attack simulations (Klee et al., 2020). 
More recent research shows that sensor-based proximity detection techniques 
are still insufficient to provide real-time protection under practical conditions 
(Markantonakis et al., 2024). These findings emphasize the importance of 
continuous security audits for both hardware and software components in 
contactless payment ecosystems.

The ﻿ethical responsibility in QR and NFC exploits lies not only with fraudsters 
but also with service providers and regulators. Merchants have a duty to regularly 
inspect their QR displays, banks must implement real-time fraud detection 
mechanisms, and regulators should set minimum encryption standards for NFC 
transactions. Failure to do so shifts the burden of ﻿fraud prevention unfairly onto 
consumers, who may not possess the knowledge or resources to distinguish 
between genuine and fraudulent codes.

Moreover, the psychological element of trust in physical symbols plays a role 
here. Consumers often assume that a QR code placed in a visible, legitimate 
location—such as a café table or a metro station—must be authentic. This 
misplaced trust reveals a critical gap in ﻿digital literacy. From an ethical perspective, 
companies and governments should integrate public education campaigns, 
emphasizing that physical placement does not guarantee authenticity.

Ultimately, while QR and NFC systems reduce some risks associated with 
traditional card fraud, they introduce new vulnerabilities that must be addressed 
through technological safeguards, regulatory standards, and ﻿public awareness 
efforts.
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10.2.5. SIM Swap and Identity Hijacking

SIM swap fraud involves transferring a victim’s phone number to a new SIM 
card, granting access to SMS-based two-factor authentication. In South Africa, 
coordinated fraud rings exploited weak telecom verification processes. Victims 
reported unauthorized bank logins and emptied accounts within minutes of 
receiving a “network issue” message.

The FBI’s Internet Crime Complaint Center (IC3) (2022b) issued a public 
service announcement in February 2022, warning that from January 2018 
to December 2020, it received 320 SIM-swapping complaints resulting in 
approximately $12 million in losses, and that in 2021 alone, the number of reports 
surged to 1,611, with aggravated losses exceeding $68 million (Federal Bureau of 
Investigation, Internet Crime Complaint Center, 2022). Criminals often exploit 
weak Know Your Customer (KYC) procedures at telecom companies, bribing or 
deceiving employees to issue duplicate SIM cards. Once in control of a number, 
fraudsters can intercept one-time passwords (OTPs), reset online banking 
credentials, and even compromise cryptocurrency wallets. 

A notable case occurred in 2019 when U.S. investor Michael Terpin sued 
AT&T after losing $24 million in cryptocurrency due to a SIM swap attack. The 
lawsuit alleged negligence on the part of the telecom provider, raising important 
questions about the ethical responsibilities of service providers in safeguarding 
customer identities. Similarly, Europol (2023) reported the arrest of a SIM-
swapping gang responsible for stealing more than $100 million from high-profile 
victims across Europe, including celebrities and corporate executives.

The ethical implications of SIM swap fraud extend beyond individual 
losses. Telecom companies bear a duty of care to implement rigorous identity 
verification processes, yet many continue to rely on outdated or easily manipulated 
protocols. From an ethical standpoint, failing to invest in secure authentication 
measures represents a breach of consumer trust. Moreover, the burden placed on 
individuals—who often have no control over telecom-level security—creates an 
uneven distribution of responsibility.

The rise of eSIM technology, while offering convenience, has introduced 
new attack surfaces. Fraudsters can exploit weak online verification procedures 
to remotely activate eSIM profiles, bypassing traditional SIM card replacement 
checks. This raises pressing ethical questions about how innovation in 
telecommunications should be balanced with robust security requirements.

Ultimately, SIM swap fraud demonstrates how identity theft in the ﻿digital 
payment ecosystem is not merely a technological flaw but a systemic ethical 
failure—one that requires stronger collaboration between telecom providers, 
regulators, and financial institutions.
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10.2.6. Cryptocurrency-Based Scams

The decentralized nature of cryptocurrencies creates ethical challenges in 
traceability and regulation. OneCoin, a well-known Ponzi scheme disguised as 
a crypto platform, defrauded users out of over $4 billion globally. The scheme 
used aggressive ﻿digital marketing, false whitepapers, and staged events to gain 
legitimacy (Vidal-Tomás et al., 2023).

Another striking case is the collapse of FTX in 2022, one of the world’s largest 
cryptocurrency exchanges. The company filed for bankruptcy after revelations of 
misused customer funds, lack of ﻿transparency, and unethical internal practices. 
FTX’s CEO, Sam Bankman-Fried, fled abroad before being extradited and 
charged (Reiff, 2024; Dale, 2023). This case exemplifies how a lack of regulatory 
oversight and ethical governance can result in massive consumer harm in the 
﻿digital payment space.

In a similar case in Türkiye, the cryptocurrency exchange Thodex abruptly 
ceased operations in 2021, leaving over 390,000 users unable to access their 
funds. Estimated losses exceeded $2 billion. The platform’s CEO, Faruk Fatih 
Özer, fled to Albania and was later extradited back to Türkiye. Investigations 
revealed fabricated trade volumes and mismanagement of user assets, highlighting 
the critical need for domestic oversight and ethical compliance in ﻿digital payment 
ecosystems (Ewing, 2021; Ciobanu, 2021).

The cryptocurrency ecosystem is particularly vulnerable to fraud because of its 
anonymity and lack of central oversight. According to Chainalysis Team (2024), 
crypto-related crime accounted for $20.6 billion in illicit transactions in 2022, 
the highest ever recorded. Investment scams, rug pulls, and pump-and-dump 
schemes represent a significant portion of these losses. For example, the collapse 
of the Terra-Luna stablecoin system in 2022 wiped out over $40 billion in market 
value, devastating retail investors worldwide.

“Meme coins,” such as Dogecoin-inspired spin-offs, often operate without 
clear use cases and rely on speculative hype. In 2021, the so-called “Squid Game 
Token” surged more than 30,000% in value within days, only for developers to 
vanish with millions in investor funds. This “rug pull” highlights how a lack of 
﻿transparency and accountability in token creation leads to unethical exploitation 
of investor enthusiasm.

Crypto scams reveal a fundamental ﻿ethical dilemma: the tension between 
innovation and protection. On the one hand, decentralization empowers users 
and promotes financial inclusion; on the other, the absence of oversight creates 
fertile ground for manipulation. Regulators face the challenge of balancing 
these competing goals. From an ethical standpoint, exchanges and token issuers 
must uphold basic principles of ﻿transparency, accurate disclosure, and fiduciary 
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responsibility. Failure to do so shifts risks unfairly onto uninformed investors.
Decentralized Finance (DeFi) platforms introduce additional risks through 

smart contract vulnerabilities. In 2022 alone, hackers stole over $3 billion from 
DeFi protocols via coding flaws and bridge exploits (Scharfman, 2024). These 
cases raise ethical questions about accountability: if losses stem from decentralized 
code rather than a centralized authority, who bears responsibility—the developers, 
the users, or the regulators?

Ultimately, cryptocurrency-based scams underscore the urgent need for 
international cooperation in regulation, ethical governance by exchanges, and 
consumer education to build a more trustworthy digital asset ecosystem.

10.3. Ethical Responsibilities Across the Digital Payment Ecosystem

10.3.1. Platform-Level Ethics: From Design to Redress

Digital payment platforms must ensure secure system architecture and 
transparent user interfaces. Ethically, companies have a duty to minimize risks 
through features like transaction alerts, fraud detection algorithms, and clear 
reporting mechanisms. Revolut faced criticism in 2022 for delayed responses to 
fraud claims and a lack of compliance staffing. Their rapid expansion came at the 
cost of basic protections, highlighting ethical gaps in prioritizing growth over user 
safety.

The ﻿ethical responsibility of platforms extends beyond ﻿fraud prevention. They 
must also address the design ethics of their systems. Poorly designed interfaces—
such as ﻿dark patterns that obscure security options or complex authentication 
procedures—can unintentionally increase user vulnerability. Research has shown 
that even small changes in interface design can significantly influence user behavior. 
For example, studies on incident reporting applications demonstrate that factors 
such as the placement and sequence of buttons or forms can substantially affect 
reporting rates and overall user engagement (Einfeldt & Degbelo, 2021). This 
suggests that design choices in digital financial platforms—such as simplifying 
fraud reporting mechanisms—may have profound ethical implications by shaping 
how users respond to potential risks.

Many platforms now deploy AI-driven fraud detection systems. While these 
tools improve speed and scale, they also raise ethical concerns about ﻿algorithmic 
bias and false positives. If a fraud ﻿detection system disproportionately flags 
transactions from low-income or migrant communities due to atypical behavior 
patterns, this could lead to unfair exclusion. Transparency in algorithmic decision-
making and independent audits are, therefore, ethical imperatives.
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10.3.2. Financial Institutions and Ethical Oversight

Banks and credit card providers have a critical responsibility not only to 
safeguard customer assets but also to uphold ethical standards in their operations. 
Beyond deploying technical safeguards, institutions must actively monitor unusual 
activities, implement real-time fraud alerts, and ensure fair and transparent 
redressal mechanisms for victims of financial scams. A failure to act ethically in 
these areas risks eroding the public’s trust, which is foundational to the stability 
of the financial system.

Ethical negligence becomes particularly evident when institutions deny refunds 
or compensation to fraud victims, shifting the burden of loss onto individuals who 
are often least equipped to absorb such shocks. This not only exacerbates financial 
harm but also conveys an impression of corporate indifference. In extreme cases, 
such practices can have long-term reputational consequences, undermining 
customer loyalty and public confidence.

A well-known example comes from the UK, where several major banks were 
investigated under the Authorised Push Payment (APP) fraud framework for 
failing to reimburse victims (UK Finance, 2024). These incidents revealed systemic 
weaknesses in ﻿consumer protection policies. Public backlash and regulatory 
pressure eventually led to mandatory reimbursement guidelines, setting higher 
standards for customer care.

In the United States, similar concerns have emerged around Zelle and other 
instant payment platforms, where victims of fraud often found themselves denied 
compensation due to banks’ narrow interpretation of liability (Treliant, 2024). 
After a surge in complaints, congressional hearings and media scrutiny pressured 
U.S. financial institutions to reassess their policies. Some banks voluntarily 
expanded fraud coverage to rebuild trust, but debates continue over whether 
regulation should impose stricter reimbursement rules.

Within the European Union, the European Banking Authority (EBA) 
(2020) has also tightened oversight, requiring banks to adopt stronger anti-fraud 
protocols under the Revised Payment Services Directive (PSD2). While PSD2 
improved security through measures like Strong Customer Authentication (SCA), 
regulators found that some banks failed to apply these standards consistently. As 
a result, the European Commission emphasized not only compliance but also 
proportional ﻿ethical responsibility—meaning that banks must balance innovation 
with ﻿consumer protection, ensuring that victims are not left financially vulnerable.

From an ethical standpoint, financial institutions must go beyond mere ﻿legal 
compliance. They should embrace a duty of care toward their customers, ensuring 
that justice, fairness, and accountability are central to fraud management. This 
includes collaborating with regulators, adopting industry-wide best practices, and 
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investing in ﻿public awareness campaigns that empower individuals to recognize 
and avoid fraudulent schemes. By aligning ethical oversight with operational 
safeguards, financial institutions can mitigate fraud risks while strengthening 
societal trust in the financial system.

10.3.3. Regulators and Policymakers

Governments must balance innovation with safety by enforcing regulatory 
frameworks, promoting ﻿transparency, and protecting   consumer rights. The 
﻿ethical dilemma lies in designing rules that secure payments without stifling 
technological progress. To effectively combat fraud, regulators should implement 
a multi-layered approach. First, they must enforce clear standards for platform 
security, including mandatory fraud monitoring, encrypted transactions, and 
transparent user consent mechanisms. Regulatory bodies should also require 
platforms and financial institutions to report ﻿digital fraud cases in real time to 
centralized databases, improving ﻿public awareness and aiding law enforcement 
(Mukherjee, 2025).

Second, legal frameworks must evolve to keep pace with emerging technologies 
and tactics. Laws should be flexible enough to address not only traditional forms 
of fraud but also newer forms, such as identity theft through deepfakes or scams 
using AI-generated communication. Penalties for fraud should be consistently 
enforced, especially for organized digital crime networks.

However, regulation alone cannot prevent fraud unless supported by societal 
ethical awareness. There is an ongoing debate about whether ethical behavior should 
be encouraged through fear (strict punishment) or education. While punitive 
measures serve as a deterrent, long-term ethical behavior is more sustainably built 
through education. Government-led awareness campaigns, school-based ﻿digital 
literacy programs, and public service announcements can foster a culture of ethical 
digital conduct. When users understand not only how to avoid fraud but also why 
digital honesty matters, they are more likely to internalize ethical standards.

Ethical development in society, therefore, should be nurtured not just by 
enforcement but also by engagement. Promoting shared responsibility among 
users, institutions, and regulators is essential to building a resilient and ethically 
sound ﻿digital payment ecosystem. The European Union’s PSD2 directive 
introduced mandatory two-factor authentication and strong customer verification 
to reduce fraud and improve platform accountability.

10.3.4. The Role of the User: Ethical Usage and Awareness

Users must also act ethically by securing their credentials, reporting fraud, 
and avoiding misuse (e.g., false refund claims). Educational campaigns by public 
agencies and platforms can strengthen ethical digital habits.
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However, not all users are equally prepared to recognize fraud attempts. 
Elderly individuals, in particular, have become frequent targets of emotionally 
manipulative scams. In some cases, they receive fake SMS messages or phone 
calls claiming that their bank account has been linked to criminal investigations 
or terrorist activity. The message threatens account closure or confiscation of all 
savings unless immediate action is taken. Scammers then pressure victims into 
physically delivering cash for supposed legal processing, often escalating the 
demand by creating a series of false emergencies (NDTV, 2024). These frauds 
prey on fear and confusion, highlighting the urgent need for inclusive awareness 
programs and protections for vulnerable groups within the digital financial 
ecosystem. Furthermore, in the ﻿digital payment ecosystem, users are not only 
passive recipients of services but active stakeholders whose awareness and conduct 
significantly influence the integrity of transactions. Ethical usage requires 
consumers to understand their rights, remain vigilant about pricing accuracy, and 
engage responsibly with service providers. Research on unfair pricing practices 
demonstrates that when individuals are informed about legislation and exercise 
their rights, they can effectively discourage unethical behavior and strengthen 
market ﻿transparency (Yıldırım & Mert, 2019). Cultivating such awareness fosters 
a culture of accountability, empowering users to demand fairness and reinforcing 
trust across both physical and digital points of sale.

Several e-commerce platforms, including Amazon, have struggled with 
﻿fraudulent return practices by consumers exploiting lenient refund policies. In 
response, companies now track return behaviors and enforce account bans for 
repeated abuse.

10.4. Discussion and Implications

Financial fraud in digital payments is not merely a technical flaw—it 
represents a profound ethical, economic, and social challenge. Tackling it requires 
coordinated action among financial institutions, governments, technology 
providers, and users. Embedding ethics into the very architecture of digital finance 
is essential to building lasting trust. Fraud does not arise only from malicious 
actors exploiting isolated weaknesses. Instead, it reflects systemic vulnerabilities: 
fragmented regulation, uneven financial literacy, insufficient ﻿consumer protection, 
and inconsistent enforcement. Responsibility cannot be narrowly assigned to users 
or banks; it must be shared across regulators, platforms, and society at large.

The consequences of ﻿digital fraud extend far beyond immediate financial losses. 
Economically, repeated fraud incidents increase transaction costs, raise insurance 
premiums, and erode investor confidence in digital markets. Small businesses, 
often lacking robust ﻿fraud prevention mechanisms, are disproportionately 
affected, which can stifle innovation and slow economic growth. Widespread fraud 
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also undermines financial inclusion by discouraging unbanked or underbanked 
populations from adopting ﻿digital payment solutions.

Psychologically, fraud victims often suffer from shame, anxiety, and a lasting 
loss of confidence. Many become hesitant to engage in online transactions again, 
which not only restricts their financial independence but also isolates them from 
the opportunities of the digital economy. These personal consequences accumulate 
into broader societal costs when large groups of citizens withdraw from digital 
financial systems due to fear and mistrust.

Socially, unchecked fraud corrodes public trust in institutions. It fosters a 
perception of negligence or complicity among banks, regulators, and governments. 
Over time, this mistrust fuels social fragmentation and inequality, as the most 
vulnerable populations—such as the elderly or less digitally literate—bear the 
heaviest costs. If left unaddressed, such dynamics contribute to a gradual erosion 
of social cohesion, weakening not only confidence in technology but also in 
governance and community relationships.

Moreover, the digitalization of payments means that fraud is not confined to 
national borders. A fraudulent transaction initiated in one country can exploit 
financial systems in another within seconds. This borderless nature of digital 
finance magnifies the risks and amplifies their global consequences. Fraud at 
scale threatens international trade, cross-border remittances, and the stability 
of emerging digital economies, making it a global security issue as much as a 
financial one.

Ethically, businesses and governments must recognize these broader 
consequences and move beyond reactive solutions. Real-life initiatives, such as 
Brazil’s “Pix” system integrating fraud alerts into the user interface or the UK’s 
push payment fraud compensation guidelines, demonstrate proactive responses 
that rebuild public confidence. Platforms that implement visible, user-friendly 
reporting features and prioritize transparent communication in fraud events 
contribute to a more trustworthy ecosystem.

To create a secure and ethically responsible ﻿digital payment environment, 
stakeholders must adopt a series of practical, proactive measures:

•	 Mandatory fraud awareness during onboarding: Platforms should require 
users to complete a short fraud-awareness module during registration. For 
example, Turkish banks like Ziraat Bankası and İş Bankası have integrated 
fraud warnings into their mobile app flows when users attempt unusual 
transactions.

•	 Industry-wide fraud reporting standards: Governments and financial 
bodies should establish centralized reporting platforms, similar to the U.S. 
Federal Trade Commission’s (FTC) complaint database, to detect emerging 
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fraud trends and coordinate responses.
•	 Certification of fintech platforms for ethical compliance: National or 

international bodies can develop ethical compliance standards for fintech 
firms, awarding certifications based on transparent security practices, user 
communication, and responsible data usage.

•	 Inclusive design for vulnerable user groups: Digital interfaces should be 
designed with features that support elderly and low-literacy users—such as 
larger fonts, audio guides, or simplified navigation. Japan’s elderly-friendly 
ATM systems are a good model in this regard.

•	 Independent audits of fraud detection AI systems: AI-based ﻿fraud 
prevention tools must be periodically evaluated for bias, false positives, 
and transparency. The European Union’s AI Act encourages algorithmic 
accountability through documentation and third-party evaluation.

•	 Emergency lockout and rollback features: Payment systems should allow 
users to instantly freeze accounts or roll back unauthorized transactions 
in certain time windows. Revolut, for example, offers an in-app feature to 
disable cards instantly if fraud is suspected.

•	 Public-private collaboration: Governments, tech companies, and consumer 
advocacy groups should regularly collaborate to update safety protocols, 
conduct public education campaigns, and create digital literacy outreach 
programs.
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