CHAPTER 11

UNETHICAL DIGITAL CONSUMER

Mehmet Ali Paylan', Buket Bora Semiz?

11.1. Ethics and Digital Consumption

Technology has changed everyday life, particularly in how people buy and
consume goods and services. The internet, by connecting global networks, has
revolutionized shopping and leisure activities. The COVID-19 pandemic has
further greatly influenced these changes. Today, the internet, now often regarded
as an addiction, has given rise to various psychological and sociocultural issues.
Among the problems stemming from internet use, one significant area impacting
daily life is the prevalence of unethical digital consumption practices. These issues
appear across all platforms that facilitate digital consumption via the internet.
When examining unethical digital consumption, it becomes clear that on online
platforms—such as streaming and shopping—unethical behaviors can sometimes
arise from the consumers’ own actions, while at other times, they are a result of
platforms compelling consumers to act unethically.

In studies exploring digital consumption and general evaluations, ethical
consumption is characterized by consumers’ responsible purchasing behaviors,
which take into account social justice, sustainability, and ethical sourcing.
Influenced by values such as environmental sustainability, fair trade, and social
responsibility, consumers tend to avoid companies that engage in unethical
practices (Hassan et al., 2016; Kemper et al., 2019; Yildirnm & Mert, 2020).
Digital consumption, conversely, refers to the significant shifts in consumer
behavior resulting from their access to products and services via numerous digital
platforms. Within the realm of ethical consumption, it is typically defined as a
concept that encapsulates the intricate interplay between technological progress
and consumer ethics. This interaction is shaped by cultural changes stemming from
consumers’ use of mobile applications, evolving online shopping opportunities,
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and engagements with various digital platforms (Hawkins & Horst, 2020; Fuentes
& Sérum, 2018; Cochoy et al., 2020).

In a market analysis highlighting the significance of ethics and digital
consumption in consumer markets, 70% of survey participants expressed a
willingness to pay more for products deemed ethical or those featuring a sustainable
label. Nonetheless, 41% of these respondents stated that they prefer to shop with
brands they already know and trust (Determ, 2024).

In this chapter, we explore the motivations behind consumers’ tendencies
toward unethical digital consumption, delving into the core psychological, socio-
cultural, technological, and market- or platform-based factors that influence
these behaviors, utilizing the most current research findings whenever possible.
Following this, we address the types of digital consumption deemed unethical and
conclude with a general discussion on unethical digital consumption.

11.2. Factors Affecting Unethical Digital Consumption

Several factors shape our online shopping behavior, and these behaviors are
assessed across various categories, both in practical and theoretical contexts. These
categories are primarily identified as psychological, sociocultural, technological,
and platform-based factors. The following section briefly explores how each of
these factors influence unethical digital consumer behaviors.

11.2.1. Psychological Factors

Ongoing discussions focus on how individuals engage in unethical behaviors
online, considering psychological factors related to digital consumer actions.
These discussions explore how people exhibit consumption behaviors in online
environments, considering both the social context and the unique dynamics of the
digital realm, and how they legitimize such behaviors. Unethical behaviors specific
to the online environment encompass (1) piracy and deceptive online practices,
(2) dark patterns and manipulation in digital interfaces, (3) online copyright
infringement, (4) misleading online reviews, and (5) actions such as online
aggression and antisocial behavior. Some subtypes of psychological behaviors
highlighted within psychological factors include:

11.2.1.1. Social Exclusion and Belonging Threats

Psychological factors, particularly feelings of social exclusion and a lack of
societal belonging, are among the most significant influences on unethical digital
consumption. In shaping this behavior, factors such as the perceived loss of control
over one’s social actions within their environment, diminished self-esteem, and
the inability to maintain consistent self-identity across various online contexts all
play crucial roles (Tungel & Kavak, 2021).
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Within these behavioral frameworks, individuals in digital environments often
detach from social belonging due to the anonymized and socially disconnected
self-concepts they adopt online. This loss of control makes them more inclined to
challenge established boundaries, engage in pirated activities, exploit ambiguities
in underdefined policies, and become susceptible to unethical violations in the
assessment and interpretation of shared content (Tuncel & Kavak, 2021; Belle &
Cantarelli, 2017).

11.2.1.2 Moral Laxity and Digital Manifestations

In online environments, individuals often experience a sense of anonymity
and detachment from their true identity, which can diminish their sense of
responsibility. This detachment may allow them to disregard their own moral
standards and engage in unethical online behavior (Saulnier & Krettenauer,
2022). This inclination to abandon one’s true self online often leads individuals to
justify their actions with thoughts like “everyone does this” or “since I'm doing it
online anyway.” Such behaviors can result in issues like unethical online actions,
online harassment, piracy, deceptive cyber-attacks, and other unethical practices,
including trolling (Corkum & Shead, 2023).

11.2.1.3. Digital Scarcity

The primary psychological factor influencing unethical digital consumption
behaviors is rooted in the basic human survival instinct. When individuals face
scarcity in terms of time, money, or resources, they tend to prioritize immediate
gains, often overlooking the long-term consequences or benefits. This inclination
can lead to unethical actions, such as resorting to piracy while disregarding legal
alternatives (Yang et al., 2022).

11.2.1.4. Normalization of Inequality and Unethical Digital Actions

Perceived social and/or economic inequalities within an individual’s socio-
economic environment can diminish their sense of personal control. Consequently,
individuals may begin to question the legitimacy of the socio-economic rules,
feel powerless in seeking rights through legal channels or altering outcomes, and,
driven by personal interests, engage in unethical digital behaviors. These behaviors
encompass illegal downloading and deceptive online practices (To et al., 2023).

11.2.1.5. Offline Bullying

Unethical digital consumption behavior, whether it originates online or offline,
invariably pertains to the individual in the real world. The issue of unethical
online behavior, much like in real life, is present within the online network life on
the Internet. Consequently, addressing the problem of unethical online behavior
requires considering both the external behaviors linked to real life and the virtual
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online environment in which the individual operates.

Offline bullying can serve as a risk factor for unethical behavior. Individuals
who experience offline bullying often perceive themselves as having a lower status,
which can lead to feelings of injustice and dissatisfaction. These negative emotions
can foster violent behaviors, arising from a sense of relative deprivation and
cognitive difficulties in understanding their circumstances. In a study that sheds
light on this issue, Lin et al. (2024) found that university students subjected to
offline bullying frequently consider expressing their anger about this mistreatment,
which could also lead to unethical behavior in their online interactions.

11.2.2. Socio-Cultural Factors

The framework for understanding the sociocultural factors that influence
unethical digital consumption is shaped by variables such as cultural values, cross-
cultural and intergenerational differences, social media culture, and the ethical
norms upheld by influencers and organizations. The influence of socio-cultural
factors on unethical digital consumption behaviors arises from understanding
consumption as both an individual act and a socio-cultural phenomenon,
alongside recognizing digital markets and online platforms as integral to social
reality. The socio-cultural effects are as follows:

11.2.2.1. Cultural Values

The unique cultural dynamics of an individual’s external world, along with
their cognitive awareness of the culture they inhabit, have become focal points
for examining and analyzing ethical norms on digitalized online platforms. In
this context, the connectivity of online devices, which leads to certain behavioral
routines on platforms and digital channels, illustrates how concepts such as
justice, reciprocity, and legitimacy acquire a culturally conceptual reality in online
environments. Consumer shopping experiences and norm violations in user
comments can reveal broader socio-cultural patterns, extending beyond individual
tendencies (Cochoy et al., 2020).

11.2.2.2. Intercultural and Intergenerational Differences

Comparisons across cultures and generations focus on how unethical digital
consumer behavior is perceived and tolerated. Within this context, digital piracy
has emerged as the most significant topic of examination. The study by Koklic et
al. (2016), presented as cross-cultural research, explores a three-tiered mechanism
designed to explain individuals’ digital piracy activities within a legitimate
framework. According to this mechanism, individuals involved in digital piracy
encounter three distinct risk perceptions: at the individual level, they face potential
harm from illegal downloading; at the interpersonal level, they are influenced by
their close circles; and at the societal level, they consider the negative consequences
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of their actions on society. These individuals then legitimize these risk perceptions
through the concept of neutralization, justifying future unethical behavior by
either claiming no harm is done or arguing that it serves a higher purpose. When
considering intergenerational differences, even though they are not directly linked
to consumption behavior, Generation Z is inclined to express their values and
engage in non-consumption boycotts when confronted with unethical situations.
Subjective well-being significantly influences both the facilitation of and inhibition
of boycott behaviors in response to unethical situations encountered both online
and offline. When Generation Z experiences high welfare scores, they are less
inclined to support a boycott, as they are not eager to pursue social legitimacy.
Indeed, when confronted with unethical situations, they prefer to express and
uphold their true values rather than endorse a boycott (Tuan et al., 2023).

11.2.2.3. Social Media Culture (Digital Techno-cultures)

One of the topics explored in studies on unethical digital consumption is
the conceptual framework often termed social media culture or digital techno-
cultures. Digital techno-culture refers to the interconnectedness of technologies,
particularly mobile technologies, and cultures. The relationship between digital
techno-culture and ethical consumption is primarily explored through three main
themes: complicity, subversion, and agency. Complicity arises when consumers
become entangled in the environmental degradation and exploitation associated
with the production of goods. Conversely, subversion occurs when mobile
applications ostensibly encourage ethical consumption within the modern
capitalist framework but simultaneously reveal the hidden consequences of a
purchase to consumers. Conversely, agency undermines the consumer’s decision-
making process by relying on a cause-and-effect framework, all while claiming
to facilitate or automate ethical decision-making through digital technologies.
The literature notes that these three scenarios are predominantly discussed in the
context of consumption through political activities (Humphery & Jordan, 2018).
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Figure 1
Factors Influencing Unethical Digital Consumption
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11.2.3. Technological Factors

The commonality among the factors influencing unethical digital consumption
under technological aspects lies in situations arising from technological design
and algorithmic systems in unethical digital consumer behavior. Notably, dark
patterns are recognized as a significant driver in this context, while Al-powered
personalization and information inequality further intensify these effects.

11.2.3.1. Dark Patterns

Dark patterns are intentionally crafted techniques designed to guide
consumers (users) toward decisions that may not reflect their genuine preferences
or interests, often exploiting cognitive biases and mental shortcuts. Dark patterns
in e-commerce, digital publishing platforms, and browser interfaces manipulate
users, restricting genuine consumer preferences and leading to unwanted
subscriptions, data sharing, and involuntary purchases. Examples include hidden
costs in online shopping and misleading transition screens on digital streaming
platforms. Whether intentional or not, these situations steer consumers toward
unethical digital consumption (Yang & Leiser, 2022; Luguri & Strahilevitz, 2021).
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11.2.3.2. AI-Powered Personalization and Algorithmic Persuasion

In the realm of digital consumption, Al-driven personalization, automated
content creation, and particularly research on automated persuasion within
influencer marketing, are, in certain aspects, offering users experiences that can be
deceptive or coercive. Moreover, users often struggle to recognize these digitally
manipulative practices and to express clear consent due to the complexities of
consent processes. Instances of such scenarios include impulsive purchases on
digital platforms and unwarranted trust in paid endorsements (Deligoz, 2025; Lu
et al., 2024).

11.2.3.3. Information Asymmetry and Lack of Transparency

Another significant technological factor contributing to unethical behavior in
digital consumption is the use of manipulative dark patterns. These patterns create
information asymmetry, hindering consumers from transparently understanding
the true costs and conditions of products and services, as well as the purposes for
which their data is collected. By intervening in consumer perception through dark
patterns or other manipulative tactics, consumers’ ability to make fair decisions
is compromised. It is important to recognize that misleading consent flows
and opaque profiling practices can steer consumers toward coercive pricing or
purchases. Furthermore, invasive browser applications and tracking methods like
device fingerprinting diminish user autonomy, leading consumers to distrust and
engage in unethical behaviors (Yang & Leiser, 2022; Luguri & Strahilevitz, 2021;
Nie et al., 2024).

11.2.4. Market and Platform Factors

11.2.4.1. Platform-oriented Personalization

In recent years, digital platforms in the publishing industry, such as Netflix
and Amazon, have profoundly shaped consumer media consumption preferences.
By leveraging data analytics and personalization, these platforms can steer
consumer choices, enhance user experience, and foster loyalty to the platform.
Particularly, due to issues of data transparency and users’ susceptibility to targeted
impacts and Al-driven manipulation, individuals face practices that challenge
ethical boundaries when purchasing or engaging with platform products. Similar
situations that promote unethical consumption or behavior are also prevalent in
the form of fake reviews and deceptive content frequently encountered on digital
platforms (Jha et al., 2024; Qadri et al., 2025; Hanlon, 2020).

11.3. Types of Unethical Digital Consumer Behavior

Unethical consumer behavior is defined as the deliberate actions of individuals
aiming to gain an unfair advantage or intentionally deceive businesses or brands
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(Vitell, 2003). Within digital platforms, such behaviors are often hidden and
pose significant challenges for detection and regulation through real-time data
monitoring systems. Although there are numerous forms of unethical consumer
behavior, the following discussion focuses specifically on those that predominantly
manifest in digital environments. These types of unethical digital consumer
behavior are shown in Figure 2.

Figure 2
Types of Unethical Digital Consumer Behavior
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11.3.1. Return Fraud / Return Abuse

Return fraud or abuse refers to the manipulation of return policies by consumers
aiming for unjust benefits, often involving the return of used or damaged items
for a full refund (Phau et al., 2022). The American National Retail Federation
classifies the return of previously used merchandise, falsely claimed as unused, as
a type of refund fraud.

Return fraud and abuse have become increasingly problematic in the retail
sector. When consumers exploit return policies by sending back products in used
or damaged conditions, it places significant financial strain on businesses. With
the rise of digital shopping platforms, the task of identifying and curbing unethical

consumer behaviors has grown increasingly complex.

Return fraud involves the deliberate manipulation of retailer return policies,
which are generally crafted to benefit and safeguard consumers. By exploiting these
policies, individuals turn them into systemic weaknesses for their own financial
advantage. As one of the most prevalent types of retail fraud, return fraud impacts
both e-commerce and physical retail settings. This deceptive practice undermines
the essential trust between businesses and consumers, leading to substantial
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financial losses for retailers. These losses primarily stem from the forfeited revenue
of fraudulently returned merchandise (Saran, 2024).

In 2021, the National Retail Federation (NRF) reported that over 16% of
all retail sales in the United States were returned, with about 10.6% of these
returns deemed fraudulent. Retailers are expected to face annual losses of up to
$15 billion due to return fraud, which translates to a loss of $5.90 for every $100
of merchandise returned (Saran, 2024).

Knuth & Ahrholdt (2022) categorize online retail fraud from the consumer’s
perspective into two types: prepayment and postpayment fraud. In prepayment
transactions, the product is dispatched only after the seller has received payment,
typically through bank transfers, digital wallets, or credit cards. Conversely,
postpayment transactions involve making payment after the product has been
delivered (Patrick & Park, 2006). Postpayment methods, such as purchasing on
account and financing options like “buy now, pay later,” are central to the business
models of financial technology companies (Smyth, 2020). The postpayment market
is witnessing substantial growth, with an estimated annual increase of around
40%, and it is expected to continue expanding through 2028. Consequently, this
rising popularity has already become a prime target for exploitation by fraudsters
(Browne, 2021; Knuth & Ahrholdt, 2022).

Return fraud/abuse can manifest in various forms in the digital environment,
as illustrated in Figure 3.

Figure 3
Types of Return Fraud
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11.3.1.1. Item Never Received

This type of fraud or abuse is a common form of return fraud where the
customer falsely claims that the product was never received to secure a refund
from the seller (Saran, 2024). For example, if a parcel is delivered and left at a
location by the courier service or cargo company employee, the customer might
exploit this by asserting non-receipt and requesting a refund.

11.3.1.2. Price Arbitrage

The rapid expansion of online shopping, combined with increasingly flexible
return policies, has led to the emergence of price arbitrage fraud as a distinct
and sophisticated form of return-related deception in e-commerce. This type of
fraud encompasses a variety of manipulative tactics designed to exploit return
systems for financial gain. One prevalent scheme involves buying a high-value
item, requesting a refund, and then returning the package with either missing
components, counterfeit substitutes, unrelated items of similar weight, or, in
some instances, an empty package altogether (Droms, 2013). Another commonly
reported tactic, especially on platforms like Amazon, involves falsely asserting that
a package was delivered empty. In a further variation, fraudsters might extract
high-value components from electronic items for resale and then return the
product in its original packaging, making it appear as an intact, unused item to
secure a full refund (Saran, 2024).

A frequently referenced real-world example of this type of fraud involves a
22-year-old who allegedly swindled Amazon out of approximately $370,000 by
returning boxes filled with dirt instead of the original merchandise (Ferndndez,
2019; Hagen, 2019). A significant challenge in preventing such fraudulent
activities is the lack of product-level identification mechanisms (Zhang et al.,
2022, 2023). Without item-specific tracking, it becomes nearly impossible for
retailers to verify whether a returned product matches the original purchase or is
authentic (Merlano et al., 2024).

Retailers often struggle to identify such cases because online returns are
usually initiated using tracking numbers before the returned package’s contents
are physically examined. Moreover, their systems might lack the sophistication
needed to track the serial numbers of the originally sold products (Austin, 2022).

11.3.1.3. Buy Online Pick Up in-Store (BOPIS) Abuse

BOPIS transactions, anticipated to reach €75 billion by the end of this year
and approximately €228 billion by the end of 2033, are driven by the widespread
availability of smartphones and Internet access, which continue to enhance the
convenience of online shopping. However, this increasing ease has also created
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new opportunities for fraudulent exploitation (BOPIS, 2025).

One type of such abuse occurs when a customer claims to have bought an
item online, loses the receipt, and then tries to return the item at a physical store.
In certain instances, individuals using stolen credit card information exploit this
process by acquiring goods before either the legitimate customer or the retailer
notices fraud. They then attempt to return the merchandise in-store, often
claiming the receipt has been lost to secure a refund (BOPIS, 2025).

11.3.1.4. Wardrobing (Returning A Used Product as It Is Unused)

Wardrobing is a type of intentional return fraud where consumers buy
items with the deliberate plan to use them temporarily before returning them
for a full refund. In marketing literature, this phenomenon is often referred to
as “retail borrowing” (Piron & Young, 2000), “deshopping” (King et al., 2007),
“merchandise borrowing” (Johnson & Rhee, 2008), “unethical retail disposition”
(Rosenbaum et al., 2011), “free customer rentals,” and “boomerang shopping”
(Skapa, 2013). According to the NRF Report (2023), wardrobing accounts for
49% of unethical consumer behavior. In other words, it represents nearly half of
all such behaviors (Watts, 2023).

Wardrobing, therefore, represents a deliberate form of misuse. While the
returned items might not show visible damage, they are no longer in a resalable,
“new” condition, imposing financial and operational strains on retailers. This
practice is most commonly seen in the fashion, footwear, and accessories sectors
(King & Dennis, 2007), but it also occurs in industries like children’s bikes during
summer holidays and consumer electronics, such as big-screen televisions for
sporting events and air conditioning units (Merlano et al., 2024). As a result,
retailers face challenges related to inventory management, product resale, and

hygiene.

This behavior takes advantage of lenient return policies, blurring the
distinction between legitimate consumer rights and unethical consumer actions.
It is especially common in the fashion retail industry and is regarded as a form of
“soft fraud” or “borderline unethical consumer behavior,” as it involves deception
without necessarily amounting to a prosecutable offense (Punj, 2017).

Wardrobing undermines the trust between consumers and retailers, posing
challenges in inventory management, resale value, and brand integrity. As a
result, it has become an increasingly significant issue in discussions about ethical
consumption, retail loss prevention, and return policy management in the United
States.

An example of this unethical consumer behavior can be observed in a case
involving a 28-year-old woman named Charlotte, residing in Manchester,
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England. Over an extended period, Charlotte has engaged in ‘wardrobing,’” a
practice in which she purchases fashionable and glamorous party dresses, wears
them only once (for instance, at an event), and then returns them. Throughout a
span of ten years, she returned approximately 150 dresses. In addition to realizing
significant savings from this behavior, she also reported experiencing a sense of
excitement during the return process (Clarke, 2024).

11.3.1.5. Bricking (Returning A Misused Product by Reporting It as a
Defective Product)

This behavior involves fraudulent returns where consumers intentionally
damage products or falsely claim manufacturing defects to secure a full refund.
This poses significant challenges and represents an abuse of retailers’ return
policies and regulations (Chang & Guo, 2021). Such fraud involves deceptive
consumer practices, making it increasingly difficult for retailers to differentiate
between genuine product defects and intentional damage (Merlano et al., 2024).

A notable real-world illustration of this unethical digital consumer behavior
involves an American couple who perpetrated a fraud scheme against Amazon
totaling approximately US $1.2 million in consumer electronics. The duo created
hundreds of fictitious identities and Amazon accounts, through which they
procured nearly 3,000 items—including digital cameras, gaming consoles, tablets,
computers, smartwatches, and laptops. Exploiting Amazon’s customer-service
policy that allowed replacements to be issued prior to the return of allegedly
defective items, the fraudsters repeatedly claimed their ordered products were
damaged or non-functional. After receiving replacements, they would return only
some items, abandon their fraudulent accounts, and resell the goods through an
intermediary (BBC, 2018).

11.3.2. Illegitimate Customer Complaint and Comments

Jacoby and Jaccard (1981) suggest that some customers, even when satisfied,
still file complaints. They propose that these individuals might intentionally
fabricate issues and grievances for various reasons, such as seeking personal gain
through false complaints. Notably, the fraudulent return of goods is identified as
the most common form of illegitimate complaining behavior (Reynolds & Harris,
2005; Daunt & Harris, 2012).

These customers intentionally plan to buy products with the aim of using them
and then filling fraudulent complaints and returns. They often take advantage of
retailers’ “legitimate” return policies for personal gain (Piron & Young, 2000;

Schmidt et al., 1999).
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11.3.3. Promotion Abuse / Promo Misuses

Promotion abuse, a rising form of digital fraud, has become increasingly
prominent with the swift growth of e-commerce. Promotion abuse involves
the creation of multiple or duplicate customer accounts to illegitimately take
advantage of promotional codes or discount offers. Essentially, it is the fraudulent
reduplication of accounts to obtain promotion codes (Mauritsius et al., 2020).
This manipulative behavior constitutes a form of digital fraud, leading to direct
financial losses and operational inefficiencies for businesses (Aprisadianti &
Dwiyanti, 2023).

Promotion abuse occurs when consumers manipulate systems by creating
multiple accounts, exploiting referral programs, or misusing first-time buyer
discounts, leading to revenue loss for retailers and skewed marketing data. For
example, discount codes intended for first-time purchases via mobile applications
or websites are typically meant to be used only once per customer. Some consumers,
however, bypass this restriction by creating multiple email accounts to repeatedly
redeem discounts. In response, many companies have transitioned from email-
based verification to mobile phone number verification. Yet, this method can also
be exploited, as consumers register using the phone numbers of acquaintances or
family members to repeatedly take advantage of first-time buyer promotions.

In 2020, the online payment management platform PayPal introduced
a promotional campaign offering new customers a $20 cash incentive for
registration. While the initiative was intended to attract legitimate users, it
ultimately drew the attention of fraudsters who exploited the system by creating
automated bot accounts to repeatedly enroll as “new” customers. By early 2022,
PayPal was compelled to shut down more than 4.5 million fraudulent accounts to
curb this abuse. Nevertheless, the company suffered a loss of nearly one-quarter
of its market value. This case illustrates the critical risks associated with offering
excessively generous monetary incentives in digital marketplaces. Such promotions
tend to attract malicious actors who calculate that the potential financial gain
outweighs the effort required to manipulate the system. Moreover, the incident
underscores the importance of implementing robust mechanisms to detect and
mitigate bot activity and other forms of automated fraudulent behavior within
online platforms (Unit21, 2025)

11.3.4. Service Cancellation Abuse

Addressing service cancellation abuse under a separate heading might be more
appropriate, as it constitutes a distinct form of return abuse. Although it can be
seen as a subset of return fraud, the primary difference lies in the transaction’s
nature, specifically the purchase of services rather than physical products. This
type of abuse typically occurs when consumers request refunds after purchasing
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services like online courses, digital content, subscriptions, online games, software,
or consulting services through websites or mobile applications, often after fully
accessing or utilizing the service.

11.3.5. Digital Piracy

Digital piracy involves the unauthorized downloading and distribution of
copyrighted digital content, such as music, photographs, and software, through
illegal means in digital environments. Although explicitly banned in most
developed nations, digital piracy persists due to several factors: the perceived
ease of committing the act, the use of seemingly justifiable ethical arguments to
rationalize the behavior, and the ability to unlawfully access digital content, such
as software or media files, that would otherwise incur significant costs (Wikipedia,
2023). The United States, Russia, India, Brazil, and Turkiye are among the
countries with the highest digital piracy prevalence (Spajic, 2023). Blockchain
technology holds considerable promise in curbing digital piracy and improving
the precision and accessibility of copyright data. It facilitates more efficient
management of intellectual property rights and acts as a crucial tool in combating
the unauthorized consumption of digital content (O’Dair & Beaven, 2017).

A major software piracy incident was reported in the United States in 2015,
involving the distribution of approximately $100 million worth of illegal,
unauthorized, and counterfeit software products to thousands of online consumers.
The pirated items included nearly 170,000 access codes for Adobe Systems and
Microsoft products, notably Windows 7 and Windows XP. This case not only
inflicted substantial financial harm on software developers and manufacturers but
also exploited unsuspecting consumers, thereby generating significant economic
repercussions (U.S. Department of Justice, 2015).

In addition, unethical digital consumer behaviors include identity fraud (such
as the use of false identities, credit card fraud, or deception in refunds), sharing
of personal accounts (unauthorized sharing of accounts or passwords for paid
digital services), click fraud and spam (manipulation of digital advertisements
through bots or paid clicks), data and privacy violations (unauthorized collection,
distribution, or misuse of personal information), and artificial manipulation of
engagement (such as purchasing followers or likes, or influencing online voting)

(Knuth & Ahrholdt, 2022).

11.4. Consumer Abuse and/or Cancellation / Return Policies

A lenient return policy acts as a strategic signal that diminishes consumers’
perceived risk, boosts purchase intentions and customer satisfaction and
positively affects consumers’ perceptions of both product and retailer quality (Pei
et al., 2014). Retailers frequently implement lenient return policies not only as
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indicators of product quality but also as strategies to mitigate perceived risks in
consumers’ purchasing decisions (Ulkii & Giirler, 2018). In practice, these lenient
return policies, employed by vendors to attract customers and enhance the overall
online shopping experience, are primarily designed to build satisfaction and trust
(Magano et al., 2024). However, despite their good intentions, such policies may
inadvertently encourage a small segment of consumers to engage in unethical return
practices (Chang & Yang, 2022). Such practices, often driven by self-interest,
breach retailers’ return policy guidelines, leading to increased operational costs
and logistical challenges for businesses (Rokonuzzaman et al., 2021). Although
these behaviors are exhibited by a relatively small segment of consumers, they
necessitate the development of strategic return policies that effectively balance
customer convenience with measures designed to prevent policy abuse (Robertson
et al., 2020).

Return policies are divided into two primary approaches: “deterrence and
prevention” or “fraud prevention,” and “detection and mitigation” or “fraud
detection” (Baesens et al., 2015; Merlano et al., 2024). Fraud detection involves
identifying and managing fraudulent activities after they have occurred, while
fraud prevention includes strategies and systems designed to anticipate and stop
fraudulent behavior before it happens (Aprisadianti & Dwiyanti, 2023).

Alongside the adoption of advanced technologies and systems designed to
enhance fraud detection and prevention, implementing punitive measures has
also proven effective in curbing return fraud. Such measures include deactivating
the accounts of habitual returners (Akturk et al., 2021) and sending cautionary
notifications to potentially abusive customers (Robertson et al., 2020). The
success of these interventions is closely linked to the integration of innovative
technological tools within return management operations, which facilitate the
systematic collection and analysis of relevant transactional data (Merlano et al.,
2024).

Notable examples of these technologies include QR code-based return
systems built on blockchain infrastructure and the requirement for mandatory
customer account registration before initiating return requests (Phau et al., 2022).
By utilizing such data, retailers can more effectively identify patterns indicative of
return abuse, thereby enabling them to impose restrictions on future purchases
and returns for high-risk customers (Merlano et al., 2024).

Bonifield et al. (2010) suggest that e-retailers offering high-quality, non-
consumable products can enhance the perceived clarity of their flexible return
policy signals by investing in website designs that maximize customer control.
They observe that e-retailers dealing in consumable goods like food, flowers, and
software often refrain from adopting flexible return policies, potentially leading to
missed sales opportunities. They further contend that the main obstacle hindering
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retailers from implementing such policies is the perceived cost. The authors also
propose that the expenses linked to offering flexible return policies can be more
than compensated for if these e-retailers effectively encourage returning customers
to buy other potentially more profitable products through upselling or cross-
selling strategies.

Knuth and Ahrholdt (2022) introduced a data mining system aimed at
addressing consumer fraud. While data mining is frequently touted as a robust
tool for automation, it often falls short in elucidating transaction-based decision-
making. Nevertheless, this approach can aid in comprehending underlying
issues and optimizing manual processes. Akturk et al. (2021) concentrated on
analytics-based technologies to oversee customers or products, thereby combating
fraudulent returns. Similarly, Aprisadianti & Dwiyanti (2023) highlighted the
growing necessity for developing effective detection systems to identify and
mitigate such behaviors, especially concerning promotional fraud.

In conclusion, return abuse poses significant economic and operational
challenges for the retail sector. To tackle this issue, businesses need to develop
advanced data monitoring systems and enforce stricter return policies (Lee,
2015). Additionally, strategies focused on consumer education and promoting
ethical consumer behavior will help reduce instances of abuse in the long term
(Vitell, 2003). Future research should assess the impact of technological and
policy innovations designed to prevent return abuse on such platforms.

11.5. Discussions and Implications

Unethical digital consumer behavior not only creates economic challenges
for companies but also presents an ethical dilemma that can undermine their
brand credibility. Although return and cancellation policies are designed to favor
consumers, fraud becomes unavoidable when these policies lack sufficient controls.

Retailers are continually exploring and adopting innovative strategies to reduce
financial losses, especially those stemming from fraudulent return practices, while
also aiming to enhance the overall quality of the customer shopping experience
(Carrington et al., 2014). Addressing unethical digital consumer behavior poses
a considerable challenge for e-retailers, prompting the question: What strategic
approaches can e-retailers adopt to achieve both objectives effectively (Chang
& Guo, 2021)? In other words, implementing certain measures can sometimes
disadvantage ethical consumers, reduce perceived customer satisfaction, and
lead to undesirable outcomes. This situation underscores a fundamental ethical
paradox: How can companies effectively curb opportunistic consumer behavior
without infringing on the legitimate rights and expectations of honest customers?

To address these questions, a series of strategic and policy-focused interventions
must be systematically implemented to curb unethical digital consumer behavior
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and foster a culture of responsible consumption. As Shoham et al. (2008) stated,
these interventions include the following:

* Comprehensive analyses of consumer behavior should be conducted (in
particular, a thorough understanding of the factors underlying consumers’
unethical behavior in digital environments).

* Clear and fair data-use policies should be provided to consumers.
* Common ethical standards should be developed at the industry level.

* Educational programs can be organized to raise consumer awareness of
the harm that all forms of unethical digital consumer behavior pose to
companies.

* Ethical consumers can be encouraged to influence others by emphasizing
that reducing unethical digital consumer practices should lead to potential
price reductions.

* To promote transparency, the public should be informed about corporate
values and strategies aimed at reshaping negative consumer perceptions of
a company, industry, or market. This should be supported by donations,
sponsorships, or advertising campaigns that project a more positive
corporate image.

* Advertising and promotional strategies can be used to foster a broader
societal consensus against unethical digital consumer behavior.

Understanding and promoting ethical consumption will have positive
consequences for the sustainability of economies, societies, and the environment
(Carrington et al., 2014).
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