
CHAPTER 8

ETHICS IN ONLINE SHOPPING

Orhun Bünyamin Akçay1

8.1.	The Need for Ethics in Online Shopping

In the wake of rapid ﻿digital transformation, shopping habits worldwide have 
undergone a profound shift, reshaping the way consumers search for, evaluate, 
and purchase products. Without the need to visit physical stores, they can now 
compare alternatives, examine reviews, and complete transactions with a single 
click. Yet, alongside these conveniences, significant ethical challenges have 
emerged. In today’s constantly evolving ﻿digital environment, online shopping is not 
merely an economic activity but also a domain where ethical considerations play 
a critical role. Increasing cases of data breaches, deceptive advertising strategies, 
opaque algorithms, and platform governance structures with ambiguous lines of 
accountability have made ethical awareness essential for safeguarding   consumer 
rights. The contemporary ﻿digital marketing ecosystem operates not only to 
sell products but also to shape and influence user behavior. In this context, an 
ethical perspective goes beyond ﻿legal compliance, serving as a cornerstone for the 
sustainability of the digital economy.

Indeed, contemporary online marketing strategies leverage technological 
capabilities to anticipate and influence consumer preferences. Through personalized 
advertising and the use of ﻿dark patterns, users are often pressured or misled into 
making certain decisions. Such unethical practices not only undermine the overall 
﻿user experience but also pose a direct ﻿threat to individual autonomy. Research 
has shown that ﻿dark patterns can manipulate users in ways that interfere directly 
with their decision-making processes, resulting in ethically questionable forms 
of consumer steering (Mathur et al., 2021). This demonstrates that adherence to 
ethical standards and the pursuit of commercial success are no longer opposing 
objectives but rather complementary elements in the sustainable growth of the 
digital marketplace.

Unethical practices jeopardize not only individual consumers but also the 
credibility of online platforms, undermining the integrity of the digital economy. 
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Specifically, during and after the pandemic period, boosting demand for online 
shopping has been accompanied by a rise in counterfeit products, deceptive 
discounts, opaque review systems, and security vulnerabilities, all of which have 
increased consumer complaints (Yıldırım et al., 2024; Çiçek & Muzaffaer, 2021; 
Fihartini et al., 2021). In this context, ethics must be conceptualized as a holistic 
framework that includes principles like ﻿transparency, accountability, fairness, and 
due diligence, rather than just “acting in good faith.” An OECD (2022) report 
revealed significant disparities in ﻿consumer protection practices across online 
marketplaces and found that platforms often failed to systematically fulfill their 
obligations in this area. These findings clearly underscore the need for a holistic, 
sector-wide integration of ethical approaches.

Ethical responsibility in the digital marketplace extends beyond e-commerce 
companies to include intermediary platforms, ﻿digital marketing agencies, and 
even technology providers. Because digital platforms possess the power to filter 
and rank the content users encounter, they directly influence consumer decision-
making. This reality shifts their role from being mere technical service providers 
to becoming ethical actors in their own right. The decisive impact of ﻿social media 
on enhancing customer loyalty, strengthening brand perception, and influencing 
consumer behavior in the retail sector demonstrates that these platforms carry a 
responsibility beyond merely being a technical tool (Vodinalı & Aykaç, 2024). In 
particular, the question of which ethical standards guide the design of AI-driven 
recommendation systems has moved to the center of academic and industry debates 
in recent years. Artificial intelligence has enhanced the power of algorithms in 
consumer decision-making by enabling critical applications in e-commerce, such 
as consumer segmentation, personalization, and virtual assistants (Yılmaz, 2023). 
Hagendorff (2020) argues that integrating ethical principles into AI systems 
should be achieved not only through normative discourse but also through 
concrete mechanisms such as ﻿transparency and accountability.

In conclusion, adopting an ethical perspective in online shopping is no longer 
a matter of choice but a fundamental necessity of the digital age. A shopping 
environment in which consumers feel informed, autonomous, and secure can only 
be achieved through a system grounded in ethical standards. Such an approach 
affects both individual consumer interests and the integrity of the digital economy, 
the sustainability of platforms, and the credibility of the marketing profession. For 
this reason, embedding ethics at the core of online shopping is both a theoretical 
and practical imperative. This obligation should aim to provide a more transparent 
and trustworthy experience, addressing the indecision, delays, and procrastination 
tendencies that consumers face in the online shopping environment, where the 
increasing number of options and information overload create challenges (Aykaç, 
2022). Otherwise, the rapidly expanding digital marketplace risks evolving into a 



118

Digital Ethics in Marketing

structure that generates its own crisis of distrust.

8.2.	Unethical E-Commerce Practices

The rapid spread of online shopping is transforming the consumer experience 
while simultaneously creating structural problems where moral standards are 
being crossed. In particular, inadequacies in the legal infrastructure of e-commerce 
can create conditions that encourage companies to adopt ﻿unethical marketing 
techniques. Within this context, digital platforms often employ interface designs 
and communication strategies that give users the impression of free choice while 
subtly steering their decision-making, resulting in a systemic ethical vulnerability 
(Luguri & Strahilevitz, 2021). One example, mentioned by Mathur et al. (2019), 
is the use of ﻿dark pattern interfaces, which compels us to reconsider the concept 
of manipulative consent in the digital age. This development highlights the need 
to address unethical ﻿digital marketing not only from an individual perspective 
but also at the systemic level. Likewise, ﻿data security breaches and opaque 
information management represent some of the most serious threats to consumer 
trust (Asgarinia et al., 2023). 

A study conducted by Singh et al. (2024) found that users who harbored 
doubts about the integrity and confidentiality of information on e-commerce 
platforms demonstrated significantly lower levels of trust toward those platforms. 
The study further revealed that, particularly in continued use, perceptions of 
information privacy are directly linked to trust. These findings indicate that ﻿legal 
compliance alone is insufficient; companies must design their data usage strategies 
in accordance with ethical principles (Strzelecki & Rizun, 2022).

Unethical practices in e-commerce are more likely to emerge when consumers 
are in a position of vulnerability, such as having low ﻿digital literacy, facing economic 
pressures, or experiencing urgent needs (Eze, 2025; Calaza, 2024). According to 
the study by Chung and Yu (2021), the lack of effective online dispute resolution 
mechanisms in contested consumer platform environments leads to a crisis of 
trust and negatively affects user loyalty. This reveals that unethical practices 
should not be viewed solely as instances of consumer manipulation but also as 
a structural problem that creates systemic security vulnerabilities. Therefore, 
preventing unethical e-commerce practices requires a holistic approach—one that 
goes beyond policy and regulation to encompass concepts such as digital justice 
and user-centricity.

8.2.1. Fake Discounts and Promotions

One of the most prevalent ethical issues in online shopping is the use of 
misleading discount and promotional strategies. Phrases such as “70% off” or 
“extra discount at checkout” are often presented not on the basis of the product’s 
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genuine price but on artificially inflated reference prices. Such campaigns create 
an exaggerated perception of value, prompting consumers to purchase products 
under distorted assumptions, thereby undermining their ability to make rational 
decisions. As a result, consumers become targets of opportunistic marketing 
strategies. Studies indicate that while the majority of consumers recognize the 
benefits of price comparison tools, there is a clear need to improve both their 
trustworthiness and ease of use (Devarmani et al., 2025; Dharmik et al., 2022; 
Kwarteng et al., 2020). This supports consumer skepticism toward promotional 
offers and underscores the importance of ﻿transparency and trust in marketing 
strategies (Yıldırım & Mert, 2019). Fake discounts are often executed by hiding a 
product’s actual value, inflating previous list prices, or making comparisons with 
disproportionately expensive items—actions that violate the principle of informed 
consumer consent (Hawaldar et al., 2019). According to The Discount Trap, 
most consumers believe that deep discount claims are inversely related to product 
quality and view such practices as damaging to brand credibility (Mridu et al., 
2025). This makes fake discounts more of an ethical problem rather than a strict 
legislation. Research further shows that in markets where consumer awareness 
is heightened, sensitivity to fake discounts increases accordingly (Fadhilla et al., 
2024; Singh et al., 2024; Alkrisheh et al., 2022). Therefore, preventing ethical 
violations in this area cannot be achieved solely through ﻿legal regulation; it also 
requires consumer education, platform-level monitoring mechanisms, and a 
corporate culture of ﻿transparency. Combating fake discounts has thus become a 
requirement for building trust-based commercial relationships in the digital era. 

Regarding the ﻿complaint shown in Figure 1, a consumer attempting to purchase 
a washing machine through an e-commerce platform in Türkiye encountered a 
discrepancy between the promotional price of 17,810 TL displayed on the site 
and the final price of 19,789 TL when added to the basket. This discrepancy, 
resulting from the promotion not being applied, led the consumer to complain. 
Unfortunately, this example represents only one of the many unethical situations 
encountered in online shopping.
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Figure 1
Misleading Discount Campaign

Note. Şikayetvar (2025a).

8.2.2. Data Security and Privacy Breaches

Through the process of ﻿digital transformation, e-commerce platforms have 
transitioned from simple mechanisms for product acquisition into sophisticated 
data-driven systems that systematically gather, analyze, and utilize consumers’ 
﻿personal data to inform their decision-making processes. A large portion of 
consumers continue to shop without fully understanding the scope and depth 
of these data processes, often focusing solely on the superficial aspects of the 
purchase transaction (Strzelecki & Rizun, 2022). Behind the scenes, however, 
individuals’ digital behaviors are systematically tracked, ﻿personal information 
is categorized into various profiles, and these data are sometimes shared with 
third parties—practices that raise serious ethical concerns (Amashukeli, 2024). 
Processing ﻿personal data without explicit consent constitutes a clear violation 
of consumers’ privacy rights. This not only infringes upon individual rights but 
also undermines the trust-based relationship between customers and companies 
(Morić et al., 2024).
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In Türkiye, the Personal Data Protection Law (KVKK) imposes significant 
responsibilities on businesses regarding ﻿data security and privacy. Nevertheless, 
numerous concrete examples indicate that these obligations are not always fully 
implemented in practice, highlighting a gap between legal regulations and their 
operational execution. Academic research shows that the rapid transformation 
of digital environments significantly affects individuals’ perceptions of privacy, 
leading users to exercise greater caution when sharing ﻿personal information (Tuz, 
2023; Aseri, 2021). However, this heightened awareness among consumers does 
not always turn into changes in corporate practices.

As illustrated in Table 1, there are multiple cases of companies facing scrutiny 
for the theft of consumers’ ﻿personal data under KVKK. Data security and privacy 
breaches are not limited to local firms; global platforms such as Twitch and X have 
also been implicated. These incidents show that violations often stem from both 
technical inadequacies and misuse of data, with KVKK imposing fines reaching 
millions of Turkish Lira. This underscores that, for all actors operating within the 
﻿digital ecosystem, compliance with ﻿data protection regulations is not only a legal 
requirement but also a strategic necessity.

Table 1
Recent Data Breach Cases Identified under KVKK in Türkiye

Company / Case Violation Issue KVKK Decision / Outcome

Twitch (Amazon)

125 GB Data Leak: Personal 
user information—including 
email addresses, usernames, and 
passwords—was exposed.

A total administrative fine of 2,000,000 
TL was imposed, consisting of 1,750,000 
TL for the data security violation and 
250,000 TL for failure to notify.

X (Former Twitter)

Although collected for security 
purposes, email addresses and 
phone numbers were used for 
advertising targeting.

An administrative fine of 1,470,000 TL 
was imposed for violating the principles 
of purpose limitation and proportionality.

108 Million Data 
Leak Allegation

Alleged illegal sharing of data 
belonging to 108 million 
individuals, reportedly 
originating from the pandemic 
period.

An ex officio investigation has been 
initiated; the authority has not yet 
received an official notification from the 
data controller.

Akıl Plastik, 
Armoni Pazarlama, 
Hamra Global

Acquisition of sensitive 
personal data, including 
identity, health, and criminal 
records, as a result of a 
ransomware attack.

A notification has been submitted to 
KVKK; the breaches have been publicly 
disclosed. Given the involvement of 
sensitive personal data, it is anticipated 
that more severe sanctions may be 
imposed.

Note. Reuters (2024); Bloomberg HT (2024); Bianet (2024); CyberArts (2024).
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Another notable example in Türkiye regarding this issue is the 2021 
Yemeksepeti ﻿data breach, Türkiye’s first online food ordering platform. As a 
result of a cyberattack on the company’s web servers, the ﻿personal information 
of approximately 21 million users—including names, addresses, phone numbers, 
emails, and passwords—was unlawfully accessed. The Personal Data Protection 
Authority (KVKK) determined that the data controller had failed to implement 
the necessary technical and administrative measures and that the breach went 
undetected for eight days, imposing an administrative fine of 1,900,000 TL on 
Yemeksepeti (KVKK, 2021). This incident represents not only a technical security 
failure but also a significant lapse in ﻿transparency, accountability, and ﻿ethical 
responsibility. The case underscores, once again, the necessity for companies to 
adopt a proactive ethical approach that respects consumer privacy, going beyond 
mere ﻿legal compliance.

8.2.3. Misleading Information

One of the areas where consumer complaints are most frequently encountered 
in online shopping is misleading information. When product images, 
descriptions, or user reviews on digital platforms do not reflect reality, consumers 
are deceived and experience disappointment after purchase (Ahmed & Othman, 
2024; Zulham, 2023). Providing incomplete or misleading information about a 
product’s characteristics, authenticity, or origin is a primary example of ﻿unethical 
marketing tactics. 

Figure 2
Misleading Information

Note. Şikayetvar (2025b).

As shown in Figure 2, an example from the Turkish e-commerce platform 
Hepsiburada shows that a consumer who ordered the ALTUS AL 434 A dishwasher 
received the older ALTUS AL 434 P model instead. This substitute model was 
2,000 TL cheaper and had a history of recurring malfunctions reported by users 
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(Şikayetvar, 2025b). Such ethically problematic practices are sometimes framed 
by businesses as alleged sales strategies. From an ethical marketing perspective, 
however, companies are responsible not only for providing products but also 
for ensuring that all information presented is accurate and complete. Marketing 
extends beyond persuasion; it is also a process of building trust-based relationships. 
Violating this principle undermines consumer confidence, reduces brand loyalty, 
and can provoke negative public reactions, including calls for boycotts (Mulyono 
& Rolando, 2025).

8.2.4. Counterfeit Products and Infringement of ﻿Intellectual Property Rights 

Another frequently experienced unethical practice in online shopping is 
the violation of intellectual property rights via counterfeit products. These 
infringements typically involve the unauthorized use of registered brand logos, 
the purchase of website domain names before the brand owners (a practice 
known as “cybersquatting”) to later sell them at higher prices, copying designs or 
content and presenting them under similar names, or selling imitation products 
of patented items (Pokrovskaya, 2024; Aggarwal & Bainwala, 2021; Avcı, 2024). 
The lack of effective monitoring mechanisms on digital platforms allows such 
violations to spread rapidly and makes detection difficult. Particularly concerning 
is the imitation of original products developed by small businesses or individual 
producers by larger sellers, which constitutes a significant ﻿ethical issue. Such 
practices not only cause financial and moral harm to the rights holders but also 
may negatively affect the promotion of innovation and creativity (Manurung & 
Simamora, 2025).

The infringement of intellectual property rights poses a serious ﻿threat to the 
sustainability of e-commerce and hinders the operation of digital commerce 
according to principles of fair competition (Oğuz, 2025; Jiao, 2024). A 
representative case in Türkiye, illustrated in Figure 3, highlights this problem. A 
Philips Lumea laser hair removal device purchased via Trendyol was found to be 
counterfeit upon delivery and was later verified as such by the brand authorities 
(Şikayetvar, 2025c). This instance constitutes a clear trademark infringement 
through the unauthorized use of the registered brand name and logo.
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Figure 3
Counterfeit Product

Note. Şikayetvar (2025c).

On the other hand, Amazon’s efforts, as one of the largest e-commerce 
platforms worldwide, show that such violations can be prevented. In its 2020 
Brand Protection Report, the company stated that it had invested over $700 
million in dedicated teams and AI technologies to protect customers, brands, 
and sellers from counterfeit products, and had employed more than 10,000 
people to enforce accountability for attempts to sell fake items (Anadolu Ajansı, 
2021). Thus, protecting intellectual property rights is not only a legal obligation 
but also a strategic necessity for the sustainability of the digital economy. The 
establishment of effective monitoring mechanisms by platforms, investment in 
anti-counterfeiting technologies by brands, and consumer awareness initiatives all 
play a critical role in preventing ethical violations in this area.

8.2.5. Problems in Taxation within E-Commerce

The international expansion of online shopping can create significant 
challenges in taxation processes. Incompatibilities between different countries’ 
tax systems may lead some sellers to shift their operations to jurisdictions with 
lower tax rates to avoid payment (Muslim, 2024). This situation undermines the 
principle of fair competition and results in revenue losses for governments (Agbo 
& Nwadialor, 2020). Since taxes are the primary source of funding for public 
services, companies are expected to fulfill their fiscal obligations in the markets 
where they generate profits. In developing countries like Türkiye, issues related 
to VAT applications, customs duties, and the declaration of imported goods are 
frequently debated (Ariyibi et al., 2024; Karwat & Werner, 2025). Consumers can 
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sometimes acquire products from abroad at lower costs, which may weaken the 
competitiveness of domestic producers. Without effective tax oversight in digital 
commerce, the growth of the informal economy becomes inevitable. Therefore, 
international cooperation and the establishment of tax regulations specific to 
digital commerce are essential requirements for ethical and sustainable online 
shopping.

8.2.6. Fake Reviews

Online customer reviews can be defined as user-generated content in which 
individuals provide information and evaluations regarding products, businesses, 
or services (Karaca & Gümüş, 2020). In online shopping, customer reviews can 
directly influence purchasing decisions (Yıldırım, 2013). However, some sellers 
create fake reviews to artificially boost the reputation of their products or services. 
This may take the form of misleading promotions via ﻿social media influencers, 
automated review bots, or paid evaluations (Salminen et al., 2022; Lim et al., 
2025). Therefore, customers may be misled and encounter products that are below 
their expectations in terms of quality or performance.

As shown in Figure 4, a concrete example from Türkiye involves Trendyol 
Yemek, one of the largest e-commerce platforms, which revealed that certain 
restaurants manipulated the review system. After Trendyol made changes to 
the platform, consumers can see “what was ordered” alongside the reviews, 
helping them better evaluate restaurants and their products before purchase. The 
interesting thing is that the reviews and orders do not match. For example, one 
consumer wrote, “lahmacun tastes super,” even though the order was just water. 
This proves that some restaurants unethically place orders to generate 5-star fake 
reviews in their favor. This practice highlights the critical importance of ethical 
values such as honesty and integrity in business. Particularly, the rapid rise of new 
brands using such methods has the potential to negatively affect fair competition 
within the sector. Detecting fake reviews is not always straightforward, as they are 
often crafted to appear authentic.
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Figure 4
Deceptive Customer Reviews

Note. Pazarlamasyon (2022).

8.3.	Discussion and Implications

The rapid global expansion of digital commerce has profoundly transformed 
consumer purchasing habits, making online shopping an integral part of daily 
life. However, this transformation has also brought significant ethical challenges 
to the forefront. Misleading promotions, non-transparent pricing strategies, fake 
reviews, ﻿data security breaches, and violations of   consumer rights not only cause 
individual harm but also threaten the integrity and sustainability of the digital 
economy. In this context, adopting an ethical perspective in online shopping has 
moved beyond being a mere choice, emerging as a necessary requirement for the 
reliable functioning of the system.

At present, implementing regulations solely within the legal framework 
is not sufficient to address the issue. Preventing ethical violations requires 
companies, intermediary platforms, and technology providers to act with a sense 
of responsibility. Protecting ﻿user data, presenting advertisements and promotions 
transparently, safeguarding review systems from manipulation, and enhancing 
consumer awareness are all critical for establishing a trust-based digital commerce 
ecosystem. Furthermore, conducting platform oversight through independent 
bodies would not only increase ﻿transparency but also strengthen consumer 
confidence.

In addressing ethical issues, consumers must play an active role alongside 
sellers. Enhancing ﻿digital literacy represents a crucial step in identifying fake 
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promotions and misleading content. Educational programs, awareness campaigns, 
and informative materials can enable users to make informed decisions. At the 
same time, strengthening online dispute resolution mechanisms will both facilitate 
the protection of   consumer rights and contribute to the sustainability of brand 
reputation.

Looking ahead, AI-driven recommendation systems should be designed in 
accordance with ethical principles, and their influence on decision-making 
processes must be communicated transparently. The prohibition or limitation of 
manipulative interface elements, such as ﻿dark patterns, will help protect users’ 
freedom to make independent choices. Establishing national standards and 
aligning them with international frameworks will contribute to ensuring a fair 
and competitive environment in the e-commerce sector.

In conclusion, the future of online shopping depends on the successful 
establishment of a trust-based digital commerce ecosystem. All stakeholders in 
the sector must embrace the understanding that ethical values do not conflict with 
commercial objectives; rather, they support long-term success. In this context, 
building a strong ethical culture will not only address today’s challenges but also 
safeguard the future of digital commerce.
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